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[mm <«e*> 

[mm] **»Wi* HTTPt-A152K 

t^- xURLi: -H(cMET ? r -f t'f L . 

IciOffWi*. 7/WMi. 77f 4tr-f£t8S'J 
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\nm 1 1 mm c i o 4 a] icawt . 

[204, 214, 224, . . . ] fc*tl/CfT*>*lfc 

r^f-ftr-ft, ffias*^ahffi<7)S*^a [ i o 

4K, 104N] £:<0ia<?>7?f--f t'f< S^-f** - 
S-C'feo-C, lifie^-v^-y YV—9 • tM h [ 1 3 
4] j&»$>86R+tf>t>0>-C*9. 
(a) fiie^*ga^^*C, ^-^'SrE^S^f -y 

ftt&79?-4 tr-f [1 1 4 A, 1 1 5 A] Ztrox 

( c ) Z-yVV-? ■ hlZ&^X. 15fESSs*gaK 
mhmll79TS t'f< SrKfc [14 8] -f&XT-y 

(d) Miefiiios^a^fcv^, misses fccoa 
Xf77t. ( e ) Biiieffiws^Btfc 

[0001] 
[0002] 

^7- • -jv^fh-mfth. mim^zfctx, ^x 

7* • ■fy^zMlX^xT' ■ 

—j/ (HTML) 7*-^-y MCfto/tE^SilfctiHS 

<}x7 • ^-vrttCSftSiiifc ryv * ^-f** r- ■ 

>jy? i®mxhz>. zmmzx"). 3.-w±mt: 

7x7 • ^-xlcfrbix£77^ t'f -f *5I»1-S« 
[0003] 

[|6H|«u a fc-f SUB! fty- bSftfc^x 



y . «.-:J£]mtl-m*&li* ^x7" • if-f blZ 

mLrvry^im-rhztx'hh. &hy®%m.i? 

L (Uniform Resource Locator, WT'URLj h<<">0 ) 
£C»U KfKURLlr^-yN'tcill.. L*»U Z<7)H 

«, fffew^wwicUff^^. *>x7 ■ im he* 
LTj*£>*t&^*> URLfcjEHC 

[0004] -r-fy- h ^^xT 1 • ^- 

-«fcEa7 , o^9^ ifctr* finals 
a>u jiS^y^-^iSjttJt^x^- 7ywmz&. 

U:?x7 • 7y*7 J ftWzmttthZ.thX'ZW J t 

ti\t. ms.^x.y- jy^-f cotz^fiix'tTKzt 
mmmMra^y j*zm izmn t c 

[0005] ^xy-^-^'ariMfrU ^x^ 

(7)i)l7- t'r-f* { , l >X/'-t'(h 

[0 0 06}*%a>1li, . 
yrj-j . y-j \*fr^$mZil&'<-i'l l zniX'ffhti 

to^OT^-f-f t'-f ZHsT&t h tzthvrft&X'h h . 
HutB^ii , ( a > mtimmw^t Z bX' , ^-iS* 

tmt&*7"y7b, ( b ) ff&SBa&gBntZZ'C* 
•vTt , ( c ) * ■ *H h(0tZbX\ B'jfB 

7fc , ( d ) mLfa<r>%&£M?>tZ.bX:, mm%%i 

wtcDmszmz.-f&z-Tvrt , ( e > ftncos*ga 

[0007] ifcUIE«B3SSgaifctt1?Effi 
c^ffi*^acOi: ZbXXi*>ixtz77T 4 t'f -f 
-y«OPIWi& < ffa'fS^ft"Ct.3!>5. ft) IB7 7 r -f t'f 

6. 
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[0008] mmms-t lxm. * mmm&z®. 

[0009] WJJJ4, ^-i ^aSW-w^^T^T 

SSf CJtt4. • im MCfc*t4^-v • 

1. 1 b £3E*$ftfc^-> ? fc*f1'47? r -f t 
HFt4fc*W£ffi' , Cfc*4. 1W2**<i« (g)B'jf£ H f 

M3lt. &i7^/5A**^4fc«><%K:<i:kffi 
0)7n/5A££fW4*7- v7k, ( J ) H'JIE^->-' 

r -yri: , ( k ) *<ort»fciEtrcs 4 4 ^ tc *-s> 

rn^AtiOi^XT-yrt^tJ. milETW? 
Affi${4. ^^7*a^5ATJ>l>%^tJ)l). BufB7° 
D /7i • Wr—9\$. URL-Ci>4$-£iS>4U Btf 

[00 10] 

^ti>cfc#T'#44?^4fc^twi>9. » 

1><7>?S>&. 

[0011] BlCOHTSWi fc - 3<Z>0«4. 

[0012101 t^-Ti a tc, SufEi'XTAte, N& 
<0$*§ia(104A, 104K, 8ilM04N) , 
y*7-7 l 2 9 U yf-^hf K ttAiWXM > 

«7x7 • 1M M 3 4£*tr. *«5iaKHi. **>ffjfi 
KUaSiX^MS-fe-x K102A. 1 0 2 K, ifcli 
1 0 2 N ) Srfto. &S|g*gBf4. *V ^ y?i> . 

fcli^xT'TVvXrA-CftoTtJ:^. 
[00 13] ^i7't^M34ll WTS Ox7 
jigfck4l>WJ) y-^x^l4 2, t»^s^l 
4 5fc itfi— f • 1 4 7 fc*OWTS1fw< 

14 4, 7—?K-A9mT7V Tr-is a V 1 4 8 , H 
TTP (Hyper Text Transfer Protocol, IXF'HTT 



P j b ^ 1 ) V-X 15 2, fm^- ^KTSBf SrIEtt 
^-i;jffiKJ5f 14 6. tm^-^fSWS^ 149. fc4tf 

* • ^xri^t&«t4£ ^yfa-? 

ik^ss) . >*usm. 

h dSifcOr-f-X:? • -te-y h h* { 7# 4) Sr£ 

tr. 

[0014] «-i£*£fi ( 1 04A, 104K, ifctt 
1 04 N> <4, 7D*7t- V (HSHff ) fci 
tf>t'J*« ( 1 1 5 A, 1 1 5K, 1 1 5N) 

4*-7/W- *>x7- 75>7f (1 1 
4 A, 114K. xfctel 14N> *»rf6. 
iJHIfi (115A. 11 5K, fcitfl 1 5.N) tt, * 
O&rUir? ( 1 1 4 A, 1 1 4 K. 1 1 4 N ) 

5<?-f (1 14A, 1 14K, 4fclill4N)i4, H 

hZb&TZZ. *U*rf (1 14A. 114K, 4 
fcttl 14N) 14, 7X?--771/7b (124A, 
124K, 4fcttl24N) . -*§<DDTS (r-^ii 
iifcJ:l/p]8S) 771/7h. tT> 3 yiD77U7 
K iiil/x-j/'xyh • T7*V-y hSrSltTf hZbtf 
■C#l>. ait^-f J: filETT'k-y H4. 7iS^ 
^-^'S^mi 4 6tcfB1tSii. mMm^-^m 

miAefrb-y^vv-vL. s^s ( 1 04A, 1 

04K, ttiitl 04N) UfWSfclBfM" 43 J: 
*^4. 

[00 1 5] B2tKHfVCBWH-4fc. i<?>0{4, *^ 
BJCJ; 1 ). (104 A, 104K, *7t(41 

04 N) ■ 7TV-/Y ( 1 2 4 A, 1 

24K, 4fctil24N) DTSm^/h (126 
A, 1 26Kifcttl 28N) fc itf* •/ v 3 > I DT 
7*W7h(128A. 128K, 128N)t^»7>'0 

. [00 16] 02t=fcV^t4. # (ifi*#> VX^-- 
rri^>yh(124A, 1 24K, *fctil 24N) 
(4. ±h L"C". ( 1 ) ^Sr^^t-oT'S^x 

*vh&Wl*. W&yyt? ( 1 14A, 114K, 
ifclil 14N) C*fLT, *yh'7-^l 2 9Sr«L 
tWTSy-h^x^f 1 4 2MOV^7 hOtg^arlli 
-TSCIJ:!:. (2) *C*»4>a6*i-C<*3^K*JJ: 
vimov-z (ItU14. zty??*?** Wx7- 
^-^) )&KKW4 C t 4WT S"t-A 1 4 
4, y.^.yb&^£fflLTWTS^-Al4 4fcMftir 
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IZbb, (3) *9&t~tV t 7WT9?* £r4*ft 
«-t2>Ckk. (4) *0&7Wf*>T9¥4V?* 
IZ-O^X <7)1f$8£WT S-f-A* 14 4 £i£l> -I k k . 
( 5 ) %<r>-?^*7-f c7)7?r -f t'r -f CowC<y>ti$R£ 
SffiU J&S-f&ikk. (6) V7y M£R£9L 
T. DTS771/yb (126A. 126K. ifcttl 
26N) . I D77W h ( 1 28A, 12 

8K. 4fcttl2 8N) . 4£{4VX?-- 771/ yh 

£771/ 7 hffl<7)WT St-A 1 4 4^(7)— *OilffS 

B*MW*£fcfc. (7) **iiJWJj:^DTsrr 

l/,K126A, 12 6K, ifcttl 2 6N) , t7 
y 3 yl D771/ -/ h (128A. 128K. ttztel 

2 8N) . tfctevzt-- rrvvvt-giiz. nt 

hfc*f^-tfx WTSt-^14 
4C3^yK£&S-kk, (8) W^WiS 
«x-lFC&*C:fc « =r?yFk- 

»Cx— T • ? 5 XffifgSr £ * Z k k fc± k LT»ffi£ 

[00 1 7} DTS771/7 h ( 1 26A. 126K. 
£tz\i 1 2 6 N > co#*aii. ( 1 > •eo#77<7f £«k 
9$£**$*i"tv^x7 • ^-y'iWf-^ • 7 

T-?Jg$i> K8L < 2 ) *«*^^- • 7 

71/7 h£3ILT^WTS1f-A*144'^>T-* ' T 
?f^b*f-f(0Sg, (3) 771/7 
h£SLT<y>&O75^1f;^0>T-:? • 77r-ft'r 

< com ( 4 ) %<7)&77*7<f izx vm&eaztix 

■ 79 t 4 t'r-f c0^aic*fL-C±ttT*ffi£^, 
— o £ ti**lElbZ>lI* ^> D T S 771/ 7 h £ "ttf . 
[0 0 18] •/ v 3 > I D 771/ 7 f- ( 1 2 8 A, 
1 2 8 K , 4fctt 1 2 8 N ) 14. *x7* • ^-i/*±T'<0 

[0019] 'ga^.-v'S^ 1 4 9 Kyjrf J: ?K. X 
-y'lVh • 771/7 b (ifcliX->W<4ir • 77 

te-fe-yyg^- ^fy^-7x-X£aLT<7)-lr-yj/3>' 

i) ^-77U7Ml ( 1 ) *mv*vhiM 
<Zt. X-i/*x y h • 771/ -y h , X-*->U <T ■ 
771/7 K ttlii-?*?- ■ 771/ -y hfc-ttfc, P 
t^jT 1 • /<.-i/'^S^>2 ! 4ixi:^l>ffi.«c0fl!l^ < fil7 
71/-y h^4fi!tL^-fe-y-/3 y • 
LT. *.yh7-?12 9£ilt/CWTS?-b'>x>f 
1 4 2^«0V7-y Hg«W)W£. ( 2 ) -eCA 1 ^. WT 

y-x (Witsr, kW^-f. ktf>?x7'^-v ! 



T S7-A 1 4 4 kilfl7 S - k k . (3)77ybif 

. 77w hfc-ufc. Ht^-> ? fcaw>a*ii"cv^* 

ffiSOfl60*S77l/ y MC#tLT . WTS -flw < 1 4 
4^*^)Hr«JR}&t5 i k L ( 4 ) -e^s- 

[002 0] WTS7*-h7x^ 14 2J4. • 
771/ -y h tWT SV-'* 1 4 4 IffMnrf^XW* 
•v h«g»Wlt»C«fiES:l*o. • 77V -y b k 

WT S 7'- h 7 x >f 1 4 2 <0|Bk0««t±, S^V 7 -y h 

1 4 2 fcWT Stf-^N' 1 4 4 0)100*884, RM I 

[002 1]WTSt-Al44li. ( 1 ) fHft-fe'yi' 
a y, >>x7 • ^-5/«p-K. *8S#ffi;fccktf7yn 
-FS-^tf. ^i:L-C0)7^x>f t'r-f C#Jir7l. "T 
KX<7>7? V-fftT? T4 t'r-f 0>®li:jiSlf. (2) 

mtriT a t r -f tcov^-c.tfXiHRwse»» ( 3 ) frie 
igis-fe vi/3 ym^-th^x^ywzm-ir 

9t< £7-4»HiyW>tf!» (4) (77^if£jiL 
■C ) jgg^a-f^\ iUO x7'^M34Cg 

<7>*£<7)5Efi, ( 6 ) #S0>"fe -/ i/ a OiiV^ 
^tliJ^ffi^^b '/ ^ a y »|**. ( 7 > £>&t-y 
y 3 y^#an*oiiJoi:ffll^. (8) (fllJHI) -?x 

rri/ yh. DTS771/<y h, -fe -y i/ 3 > 1 D 
771/>yh0)J:3^?g«^771/ >yb, fcJ:^ 

7-71/ yh. X-i/*xl/l- -771/ yhfcJ: 
t/X-yN-ys'-f f • 771/ ••/ h0)i 5 ^^9771/ 7 h 
*><i,0)7^T0)a-7y h* t*ttl) 7- t'T^jfgHctt L 

[0022] flW^-S'TfSOJf 1 4 6tt. 
■TS^x7 ■ ^-^'fcit>'771/'y hSrElft-S. iH» 
#771/ -y Hi. MS^x7 • ^-ycSiRWiCS^ 
atf i k tfX'% h . L7<07l§#771/ y b«i. 

• 771/ 7h, DTS771/-yh. 
-fe y i/ 3 y I D771/ -y h^£#tf . 

[002 3}'ia^-i/'S : S5mi4 9«4. 7^5-^h 

■fey^-Wax-iffflmx7 • ^-vfc J: 1^771/7 
hSEItt*. ^3771/ 7 M4. »?x7 • ^-v 
C^WCSJWitJi k* { 7'^ 2) . Lxcrmmr 
71/7 Mi. (*S) T71/7 h. x-y"x 

y h - 771/ 7 h . X-A'-A-f • 771/ <y h^Sr^ 

tr. 

[ 0 0 2 4 ] *SB5!£ t> -5 k 14 -> § 0 kBWf*fe» 



(5) 
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u-Yltz) 77V > hit, mmTTU-shtW^ 
ttfX't. ffflffi 14 9tE«L"CV^5 (££{±,.8* 

p?^; J: 4 . Witf . K«55r 1 4 6 fc 

F«*ifc) -w- • ttv iff**?**- ■ 

77V ••/ h nf Jii fc **C* . Br)l05r 1 4 9 fcEltSii 
hfclfcfc£i:a*e**. HTTPt-^1 5 214. S» 

i-yxyb?) ffi««^-^»aB5rl4 6i3itf 
fS^-ffiriSE/rl 4 9^M#£lfi't§t"^&^x7' • 
y^_i;t:r^-fe^-rSCi:*«f§ ZWmtMT7V 7- 

[00 2 5] ^7^3^14511 ■fOCOflSft-fe v 

[00 26] ?7^14 7ll JKrSi— m»ID3 

mkLXfVL— f ■ ??xblXii. 7YZ-XVV 

[00 27] X— f • (Th'SXXM^-?. X 

T. WTS-9—A14 4UL TEWf-t'x£1W 
S. 

( 1 ) t-vl/vV (ifflfct) 

(2) -lr-yx3y#SD# <*wtw<-f1f. X-y'iV 

(3) laS-fe^gy (TKS-XM^-^i5«t^X- 

(4) tatt-fe-x^aV ( T H 5 -X h U-^iiitf X- 

( 5 ) 3SS*>x— «f (TK5-XhW-^) OUXKO 

(6) -fe-yi/gy (X-^-A-f-r^it/x-vxy 
> ) <o#Jn 

( 7 ) -fe ••/ -/ g y ( X-^-^Mf) 

(9) t'/ya^'^-^ (TKS-^bW) 

do) mufy^-f (x-*->M if. x-y'xy b 
ajtffflW) <o?lS£&-7*?- • rru-y k tun 

m 

?-?K-xi5 6lt. t'/ya yUl 4 5ftGlR*L 



[0028] HTTPt-^1 52(4. ^x^- 
4 6 4fct±«8'V->'*Bi3S5r 1 4 9 *^<0>7 x 7" • 

7 ■ ^-i/^mmiztt ixn&zft^, 
[ o o 2 9 ] r-^^-xjiaarry y-v 3 y 1 4 8 

-x l 5 6^<9*#2>*K*fL"C»i-£8K>. 
[0030] 13{COVvCi&B&tSk. zcomn. **o 

£>ffi5fclSai 0 4A^ (iffR#> VX*- • 77V -v 
K DTSTTl/'yhfcit/t-yyaylDm/'/V 
1 5 2<0^yn-Hc^tt^r, tJitf*<OfiW)*fBW> 

[0 03 1] H3 

77V 7b. -i«DTS7ri/7h. fci^'^a 
yl DTTV-yMi* -fiorrix-y h • *^208£ 

^mtscit^cto^xr •^-v2 04^awi*^ 

S. f>x7"^-v2 0 4ti. HTTP?-A15 2ft 
cO^xT" • 0 4coeaSr^-t#^URHcW 

aw*. 

[00321^18(1) TStf-J: • 
-»f 1 14Att,'7x7 r -^-> ? 2 0 4cOURLSr-^tf^ 
**, **h7-?12 9«il/CHTTP*-m5 
2£i*£«, MB. 1.2) «fc o B'jfSS^tJEi. 
T, HTTPf-A'l 5 2ti. iBK#^->'*K ! aBH 4 
6 frt>(Wx7 -^-S;*«BRU, 
12 9£jiLT'>x7'- f^Wl 14AtCiil>. 
y . /<_s;2 0 4{i, HTTPf-vq5 2rt^? 
-.771/7>. DTS77V7 K fcil/f-fe x^ay 

1 >/ b^fiasr^-r-a^rru-y h ■ ^^2 

OSar-^tJ. j5& (3)-C*-r<i:o(C. 7^ 
if 1 14AI1 ^i/ • ^-v f 20 4t , O-K1"S. 
tt (4) 5 7^^- • T71/7 DTS 

TrV v b iiit^-fe ^ 3 y I &T7V -y b li, ttz? 
^yn-H^ixtv^v^T-, • 1 1 4 

Att. ^-y YV—71 2 9SrilL-C. TTU-yb • 

2 0 8t*'*v*"c, HErrt'yht/f yo-H-r* 

iilWta*. Ji»l(5XT*^J:a«=. HTTP-t 
-A*l 52«, 77V«/Y. DTS77U7 

b , ilZ-te -y y 3 y I DT7*V -y h S" > *7b7-? 
1 29imLX79*rf 1 14AtCiS4. j£« (6) T 
^-fi^C, r^^MTl 14 m-?X9-- 77Vvb 
1 24 A. DTSTTW y h 1 2 6 A. iJitf-fe-yy 3 
ylDrrv>yM2 8AS«*^ai0 4A^=e'J 

1 5 Aciaiau ttUHfct. frierrb-y h$:^ 
tfffi-r. BWffflUfcflfcT, Hr\E.77l>vhtf%&z:Wo 
XoizWO^iXbixX^^fT <t tr-f Sio^L. ^ 



(6) 
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. yyv«/ M 2 4A<4. $fflV^-x hr!f§§. 
77*->Fl 14AtJj:V>xr-^-> ? 2 0 4K:StfS 
WTS7-b*x4 14 2^0777 ^<7)t#^£fi£±"?" 
4. y*»MB«*ai/C, 7^-T7V7M 2 
6J4. 75** 1 14AK*t*4-Stf>I Dfc-fSC, 
37>'PtWTS*w<14 4fca4. IXf—'TT 

4 414. fiie-ScOIDta^V^T. 75**1 140 

fcitlBfc**^ .*> ■ (o-H«MB) fcfcfr 

U *x7- ^-^CUcOURLfcil^MA • X? 

y7£75** l 1 40)fcJ6tc£!&$iifc-fe •? ^ 3 yliZ 

A^ioC URL, 3-?yHtJ±lfn-H^iaii, b<j 
Ifi-fe 7 i/ 3 y t» ftfcU R LgS 'J X 

^7>k- yxh(ci£it$ti4. 

[ 0 0 3 3 ] 04 tCOWCfHW 4 t . ZVmi. 
^-•77 , l/7M24A > DTS77"V7M26 
A. i> itf-fe -/ ^ 3 y I ••/ t- 1 28A*\ 

ggl 0 AAliZtX'lzy^yu-YZtl. 

<*x7 • ^-^'2 0 4*»ta*o) mw±y • * 

1 4«0O- KCJEtT . luia-fe 7 -> 3 > I D77 
l/ 7 h l 28A*WttJ§ix47°o-feXTJ)4 < , 
[0034] j£» (1) -CSi-iSfc:. *x7-^-i'* 
214£* r *:'n-K*4fc*>C» *x7- 75**1 
14 Ate. *x7 • ^-y'2 14^URL§r-S-tfg* 

**W-*12**ai/CHTTP*-*15 2 
^\S4. • ^-^2 1 4S:n-h't2>wt. TIE 
<T)4<yV. -f^hh. (a) • 77WM 

24AC*t*4. 75**1 14A^h77- ^-f 
y^UfffBS. (b) 7***1 UAWir- 
^- v 2 0 4 fc*t l/«I£3 V 7 -y hSKSrjlLT 

-77W7M 24 AC«fc9. 
*J2 0 4 *\ 7>o- H Stt^ JWT S-t-A' 1 4 
4C»^4/y6<03-7>Fc7tfIfIt. 75**1 14 
A. i3itf*x7 •'<-> ; 2 0 4^L-Cilit^yy 
7 hjtlOQ 9 Mb, ( c ) WT S7-'< 1 4 4 4 
3-?y K£^LfcB*ia*w**4* • 7?y7 (TV 
o-HUfflBJ) *>»T. fcJtf (d) 75**1 14 AC 
#LT^Wc*7X3>^*x7- ^.-^'2 04 

6 L&* 5 ^ - JaT«RE£SI*>tf * ^ ^ 
URL, 3^yh'fcJ:U f 7ya-KH#fgj4. B'lie-fe /i' 

Y • yxNcffltSft.4. jSH (2) X^tlolz. H 
TTP-tfwU 5 2 {4. iTHH^-i'TfSEHfr 1 4 6 *><o 
c0*x7-^.-> ? 214Sr^L. -Hx£75**l 1 
4ACM4. *x7-^-y"2 0 4^)J:5C. *x7- 
^-^"2 1414. 7X^-77WH24A. DT 



S771/7M26A. feit>'-fe7V3Vl D77V7 
h 1 2 8h(?)im.tt-ttz)sb<n--&<F>77\' -7 V ■ 97 
2 0 8££fc. j£» (3) r^-fioC *x7- 77 
** 1 14AI1 *x7- ^.-^'2 14£o-F-f4. 
A* (4 ) T^t* ^ fc, *x7 • ^-^'2 1 400- 
FfcJStT, *x7- 75**1 14 AO!, 75**1 
^ACiO^^U^l 1 5A^'V7 i^AtrCtt 

sn^ (Truvb • 9720&7>m7fiizm^x) . 
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iZZtlZm^-fh. -7X7- ■ 771/7^211 ^ZCT) 
7*5 T 7ifW (01 70X->'N"-yNM-»f • X-v'xyF • 
■fe-yygy • -fy?-7x— X8 0 0C#g3) £ttt 

WT S y- F ^ x 1 4 2^#ffl V ^ -y FSc^S: 

as*-*-*. 

[01 2 91 *r-y71 6 1 Otcfcw-Cti, "Tffe^^^ 
$%-<7>^i-V*tt. ffl&ZW-fZfi: 
ft^i-y'i^ tfSHR t-t-fe 7/3 y (c#Sn t , 7. 

if a. mt#5n##^ y 8 4 6 fess? l , y • w . 

y8 5 0fcJ:^i3J:^7*n7 • ^y85 2<mfitf 

*5fff£-fe -y 5/ a V C#Hlrt-f , if* { B'jl£-k 
-y 3 y\<7)m^M-f h . ZOi/i-V *co%r£. X 
if ttx- i^x y F b £ < mi i o ^ , » 

^^y8 5 0fcJ:y : /^^{i7^07- *^y 
852£iSU -ecO^#Jn-lr>yi/3y -^^y8 4 62r 

ff-r^ t o-t >y -> 3 y&muth . z.nmmmn 
ffi^si 04A(7)fci^c7)f#«*i3iy r « 

*^ai 0 4NOi:C: ; !)f)x-y : xyF* i \ -t-y^ 3 y 

[0130} Xt -v 7161 2lZti^X&. X-/W< 
'f if «#SD-fe y i/ 3 y • jK^ y 8 4 6 arStR-f h . 

[013 1}7.T-y716 14(Cfc^T{4. ^Z^7^ 
7if0i| ( 0 1 lOX—K—iM -f ■ X-i/'x y F -fe y 
5/3 y • >f y^-7x-x80 0C#ra) izntZV?- 
yhWttiMLX. ^**--77WF2«U WTS 
if 1 4 4 fc , JStR Lfc-fe 7^3 y Iti 

[0 132] Xr7716 15tcM^:« 1 WTSif- 
A'l 4 4(4, MR Uc-fe y v 3 y I DA^^K-r^-fe 7 ^ 
3 y<?X2a2:^lL, #BS#-^|JXF lie 'itfURL* 
SU7.F1 (06#BS) Kf£« LTV^flHfi*^^- 
• 77W7'F2tCj**. 

[0 1 3 3] Xr 771 6 1 6CiJV^il WTS^f- 
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A144«i, ??*J J f\ 14K^StrS#SD#UXM 

7»7ifll4A, 1 14KfcJ:in 14Nfc*t**^0 

[0134] Xf-y/l 61 8Ci5^Tfi, 
0 4K(50tC^<7)X-i/'iyh • 77W Hi, ^ft-? 
ft., *»#'J*MCiEttl/0^ttlR» #Jd#t*x 
b • # v ^^8 5 6rt<OURL3(aEy^M. fiil^U 
RL*Er*Xh ■ «*y?X8 58 (08C#iO £31 

[0135] ^r-y7-16 2 0Cl3^T{i, WTSf- 
A'144{±. TTVt h2K, i§*^H10 

4Afcil>*l 04NOtC5T'^^§tl'CV^, 
x7 • ^-^URLSriMS. 

[0136] Xr-/7 , 16 2 2tfcv>riis S3fc^Sl 
04KtI^I-yiVV • 77W ^Z^7 
(01 7O17 04#8S) SrS5< . 

[0 137] Xr-/7-162 4tfcV>T»i, 77^-fl 

14K(i, «M*^->TeiW5fl4 6*»feURLt:iO 

5oL$iVCV***£tCli. «*§£Sl 04 

K^*DfI$l 1 5K.fr!»ffi&x7 • ^-x'Srn- 
HL) , ^flfcaSHOT^-ffl (01 7c7)1704# 

[0 13 8] Xxv7*16 2 6tCfc^Tti, fyV-fl 
14KI4, (frl£7rv-yh^3t'^>a-H$ft-C 
vvfi:^ Gig LT ) SKE*^ x 7 • ^- ^'tC77V y h 

• ^^tc^ox, iis^-xif^ri 4 6*>^> (?«a 

=g) 7X^- 771/7M 24K, DTS771/7b 
K12 6K, fcJ:^7i/3ylD77U7M28l: 

[0 1 3 9} 6 2 8Ci3WCJi, 1X9- ■ 

77ls -/M24 K#, ©1 7 \Z5^r^E.<r>7v t>-fffl 
17 04C*t*S, WTS7'-b7i^ 14 2^77 

[0140] Xry716 3 0c0f£-C\ JS*=8S1 04 
KWki^OSBKOT'^flfWl 7 04lcaSSil"CV^ 
ii>x7^-y#. «*gai04Afcct^l0 4N 
COfc^Cf^ft-^^x? • ^-s^RHH-*. 
.ioi4 11H17fco\>tRWfti:. COEKi, * 
JKHOEI 1 6 £7F-r*f- •/ 7CJEB 1 1) , X-^-fU if 
tdtftHo^r?'?^ (S00B, 800CfcJ:t>' 
1 7 04) 

[0 14 2] H18C-5^TttW*i:» £*>0tt, * 
%f%CDh&*v ^3 yT"tT'Cl$!tLfc^x7 • ^-x 

[ o 1 4 3 ] 0 1 8C^-f HiSSS^*!^^ ( i ) 

zmiximz^-vKim 1 4 6*>^x7 • ^~ 



^77-7X4"T'S>0, (2) 7?>7ifl 14A(C#fL 

ft, (3) ftix-i;ivb (iftii, 

4 if) D?aj^y^-i0ffi*^ai 04NcOh^^)-C' 
tt^zrL-C^T, s^x-vxyh • (££ti, 
x -rt-rt44f. U*Tf 1 04NCI1J9 

^•C^»ft-CV>-C, (4 ) 77^1 1 4Ntf)fci^>T. 

®i o^-rfriEx-i/'x y hfc*W4*-*sJ:t#RZ 
wfjwm (tfziz. hi 7^-rA-^-A^-rtc 

fUj^ftTWC, (5> *<0-7X?-- 77W hCJ: 
OHiSft-fe, WV77 MiSMLT, 01 OK 

T'tWTS^-h^x-f 14 2tSM££ft, (6)^* 
>_. 7ri ,. y >, ( 1 24Ai5«fctfl 24N) , DTS 
77\s-vY ( 1 26A£ e fctM 26N) , fc^tf-te-yx 
3 ylD77Wh ( 1 28Afcit>'128N) -£ 
ft-fft, i~C(C«7^R1tl 0 4Afclt^l 0 4NtC^ 
yn-K$ft, ( 7 ) x-vxy h (ifctt; x-vt- 
/^■f) ^, ■rC'{c77 , 7f*l 1 4 AKStLT4«Sft. 

1 i4Nl;:i5vvc, 01 otc^-fio^x-i/'xyhtc 

m-tmzjn^-v^m (a^ii, 01 7tc*-r 

■>1fl 14Afc|H|SStTV%T, ( 9 ) H*l*lH«W«. 7 
1 14Al3iU f l 1 4 N£*f LTf -CtgSiR^ft 

[0 144}^.7 i 'yri802^*3^r(i, X-yxV 
h • jl-- f\,Zl$ fC, 0 1 0 iC^-TX-vx > h ■ -t -y 
->3> • 4 y^-7x-x±<y>x^o-;l/^^»Mh 

• ,tC-y7X81 82rjltT. x-^'xyb • x-lHi, 
fff^ t fc-fe -y *s a yT', 77 >7¥ 1 1 4 AKJ 0 m 

RL*«atrs. A-zw^fon^ictt, 01 7c 

5jk-fx— ys*— v^if • •fevv'gy • ^fy^-7x-^.± 
^X^U-lV^W^iXY ■ ^y^X8 5 82rilUT, 
x _ yNW sM-f(i, SIR Urte-yi' 3 yC\ ^Wl 
1 4 Ate J: ')tTt:75'7X$ft.Jt'f^TW7x7 • ^ 

[0 14 5] *T-yT180 4Cii^Tti, ^7^*1 
1 4 AtCj: ly-fC'tr^^X^ft^, i^-)i7 • * 
-S>**ii*f*fctf>iC. X-vxyh (4fctt. 
-am if) Ji, x^n-;u«ni4:U^b ■ #77*81 
8 (i^ti, "^a-A'?r»flryxb • #7^*85 
8) *»fe»ftURLt»RU *ft.«r^7A- 7U y^ 

[0 146] Xf-y718 0 6Cfc^T{±, x-y'xy 

hcoJi^, (x-vxyh) v*?--77Wh£*: 
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, 4 (XWN -_^*^f . 7^;- • ttv ••/ f ) tis wt 

[0 14 7] Xr-y 7*1 80 8fc*JV^tt. WTSt- 
K14 414. VX?-- T7-U-/M 2 4Ai>«ktfl 2 

F) k-JStca-e^HSraiS. *<0lS*. • T 

7Vy F 1 24AfcJ:tf 1 2 4 Nil, WfcU R LlC*-? 
wt, ^i/' >*£u— FU ^iVtl><J: dC. -fr 
fiO^y^^-f 1 14A*Jitfl 1 4 WC*0<i> 

r#4. 

[0 1481 Xf-yri810l:fc^tlt WTS-9— 
A'144(±, /7-)fH4AA\ URLSUBU^M 

RLfcJ:9W!ILfc t *x7*-'*-5>±"C, r-7 -74 

-a- f cm uc , ifx-izmmfroT ?f^f<tift 

A^ifd^Srf-x-y^-fl). 06C:~i";-f J: URL* 
fijxMii. (a) T^lfl 14Atf>#Jtl£ID, 
(b) URL. fcitMc) URL^MLJt^xT'- 

tr. t — 9 -yxnii, (a ) r-* • 7 -f kc 

*ff&T-? • ( b 7 < 

Ftf*0L ( c ) t — 9 • 7 4 -;WF*>IMI#S3G3fc. 

[0 1 49) Xf7 ri8 12fcJ3WCtt. ~7~y*? J f\ 
14**. URLlCiOWWLfc^xr-^-s;^-?. r 

T-f fcLfc**(Ctt. 14 411. (T-^ 

• 7-r-;UF£. t-^ • 7 -f-;WK^R€, fiitfl^ 
Hffl|gi:-^t) (7*7»7-y* 1 1 4 A<0 .1 4<9 ) 

77V7M24A, fcit/ (7*5^1 14N 

[0150] Xr-v 7*181 4&&WCti. 7*9^1 
l4A<ObZ^X\ -7X9- ■ 77V y F 1 2 4 Ad. 
DST77V7M26AC. 3VVF\ ■ 7* 

-;H-'£. fcitfr-? • 7 -f-/VFS:€£j*£. ^ 
tSft. DTS77-I/7M24AI1 ^x^TKSft-C^ 
S^i/^-y'i^&f-^ • 7<f-JH*fc. t 9 

• 7<-i\,Ym.Z&rctlZ.bifC*&. 7?W1 1 
4N<0i:i%'C. -7X9- • 771/7M24NI1 D 
ST77I/7M2 6NC, r-9 • 7-r- 

DTS771/7 M 24 N(l. StE^pSilT^S 
^?i7 • ^-j/_ba#T-* • 7-f-^FtC. T-7 • 
7 -f -;u FfcSrStSf 5 z I ***CS 4 . 
[0151] URLiOn-Fi3J;^ryn-FB#®i5j; 
^f_? . 7 -f-;WFfc*W4S^fBUl. URL&S 

uxhH5Xx/T-9 ■ vxbuztmzti-c^&n 



7 • k- : J&£X/t-9 ■ 7 -f — /V F fc.fi L X 'fihtifc 
79t< t'r-f *B«BflHICft-3r. 3£--f 
"Cs*4 ( ^ x 7* • x'Wn- F . ^x^-^-y'it 
Or-? • 7 <-/H*«*je, iiJ:t>"7x7 • ^-s*<0 
ryn-F) . ' 

[O152}019fcovvCBWI'$*4i:. £<»L * 
JSMB<0fc 4 * -y is a f + fcf "CtC&f * Ift . "T^T W 
x 7 • '<-v<7)||77'>Xtll#S:*t7a-f-v-h-C' 

J>4 o 

[01531019 teK-tMtmmn^rSMt, ( 1 )• 
ffi*SBl 0 4A*>fc.I$«>iiR*tt. 7*7 «7-f 1 14 
A^aUTjfat^^-^KKBrl 4 6K^i7 • ^ 
-^7'7'>X+-C'J) , 5. (2) 7*5^1 14Afc** 
LT . 06 izifrt* v a V • U 7. M ^■fCC^S 
tl. (3) ^Sx-yi>b ft 4^-^-^ 

^f-f) *», Wft*>9-<7)%li3mW.l O4N0)tZbX' 
ti&ZLX^X. JtX-y'iyh ■ 

. ^^x) **, 7*5*7^ 1 04NtlPl l > 
St^n-CV^-C. (4) 7*5 «7lf 1 HN^;^ 
01 OC^-Tcto^. WBx-i*xyFfc«^4IB-tJ 

it^c:o7*5'7if0! (ifctt. 017^-T7-a- 

A>fiftc«i-«»-. mzi , J:l>'^Hc07*7'7ifM) 
-rCfclK?SfL"C ^X . ( 5 > W7^- • 77° 

•C, 01 O'c^-rJ:^^ i-j/*xyM:«t*»-*i 
ii;m~<!O7'7 ir >if0!l (4fc»4, mn^-txoc 

■fW) *\ "fTfcWT St*- F>7x-f 1 4 2 (CjfilKS 
tl. (6) 1X9-- 77V-yV ( 1 24 Afcit/l 2 
4N) . DTS77*W F ( 1 26AfcJ;y'l 26 
N) . JS e fct/-fe-y>'3 ^ I D771/7 F ( 1 28Ai><i: 
tfl 2 8N) tf. ZtlZtl, tX'izm^mS 1 04Afc 
J:tfl 04N , C^'7ya-F§tl, (7)x-y'xyb 
XWWMf) rC(C7*5'7if 1 14 

T. (8) 7*5"7-f 1 14Nt*3V^T. 01 O^tX 
olz, fFEi-^'xy h£ttt&*£jn7 f; 5WVi ( J 
fJi. 01 7lc*-TJ:^^7>-yN-/^ift^tl»^ 

<07*?-7ifw> 7*7^1 1 AAbmmtx^x. 

(9) M^rr6jPI^ 7*5^1 14A*JJ:^1 14N 

t,zttix?X'izmiRZtix^&t&fetz>. 

[0 154] Xf-y7*l 90 2fc:i5Vvt'i. X-xxV 
h • a— f<0**(Ctt, 01 OfcSrfx-vxyF • -fe 

F • ^■y778 18Sr3lLT. x-vxVF • i— «f 
fl. H(ilES^L^-yx3 77-7^1 14A(c=t 
0fjt-:7'7'7XSil/it-<-C^ T 7x7' • ^-i^Ztttl 

uRL^^itri»o x-A'-ysw yco^g-tcji. 017 

±<0X^a-;U*aTS&5rUXF • ^-y778 5 8S:aL 
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• V URL £&Itf £ . 

[0 15 5]7f •/71 90 4{;::fcvvtti:, 77>7lFl 

i4Atj;o. -r-cc^^xs^^-c^xr ■ 

, N «_ A ',f-f ) (£„ HI OlC^-t^OlC, X-i/'xVh • 
•fe 7 i/ 3 y • A >?-7x-XCT> rURLMWj #7 
y8 2 0 (ifctt, H17C*-f-J:3tc, x-vt— A-f 

#7y86 0) £3i!R-r&. 

[01 56] Xt-v 71 9 0 6Clo^"Ctts (X-y*x 
yb) iX9--TTVvY±tAt U-^-^Mif ) 
- 7 X9--TTV-sH$. WTSt-A'144C37y 

[015 7] Xx-yri9 0 8t^^T{4, WTS^f- 
A'14 4(i, 7X?-- 77U7M24AfcWl2 

7yv-*;W3££. -?X<9- ■ TTV •'/ h 1 

24A*$J:tfl2 4NU:. fTEURLCS^V^T. -7x 

ifl 1 4A£J:m 1 4 NtCjIftrtS-k 
[01 58] Xtv 7*1 9 1 Ottii-vtli. lufB^-ey 
KfcH«l3£«l.*«-URLtC**L"C. WTSt-A'l 
44{i. 1 14A#. URLJfcJI'JXMfcJ: 

tff-7 ■ yxh lCffittLfcflBRt*^^ &UR 
LCi 9WMU:'7x7 • *-5>.tC, T~7 - 7<- 
;w H liZftLX. -f X'iznm^T 7 f 4 t f <f Z t *» 

[01 5 9] *r-y 7*1 9 12fci3VvCtt, ^Wl 
1 4*\ frURLCiOMSlL^xT* • ^-v'Ji-C\ 
. 7 ^ -;W H fctt IT , *"efcWHi»«>7* f A 
t'f -f £ Lfc*£fcti« WT St-A 1 4 4 tt. ( f- 
7 • 7 4-)VY&i5&1fT—9 ■ ? J-iWnf&Mt— 
HC) (7*5^1 14 A0)kZ*><?y) -7X9- • T7 
WM24A, HXtf (7-?*7<n\4K<F>tZb 
0)) "7X9— • 77U 7M24NC. 3-?yK£& 

[0 1 603 *^?7 , 19 14fcJ3VvCli, 77»7-fl 
14AOfc£VC. 77l"vM24Ali 
DST77W h 1 26Afc. f-7 ■ 7 4 

HtlfT-f ■ 7 -r-^Fa&ffifc&S. 
ISA, DTST7 , l-yhl24A(i, 3RttaSStlt^ 
5^x7-^-v±W#t-^ • 7-f-^KC f-7 
• 7 -f -A- h'€£fbf "T & - 1 & . 7'7'7-f 1 1 
4Nflk:*t; ■ 77U7 M 24Nli. D 

ST77WM 2 6NIC. f-7 • 7-f- 

DTS771/»/M24N{l ft^T$flT^I> 
n?x7 • ^-v±0:§-f-7 • 7 4 -A Ffc, f-7 • 



[0161] URLOD-KtiJlifryn— FBliatJj: 
tff_* . 7-(-;UHt:itt6»J&"*iatt, URL&S 

T<7)'7x7'-^->"'fc s }:t/ f f-7 • 7 4-4'h'CttLT 
fthtltzT 7 f 4 t'f 4 fcftBHMBfcfiSo T . 3 
hZ.kWX-*h (•7x7' ■ ^-i^o-K. -)x7^ 
-V&Wh-t • 7 4 -^K^tS^ fe<tt/^x7- 

[0162] JJBHBMW^Ctt, ">x7*-^ 
(CtS6a**lT^*. -t^T<7)77-W h (-7X9- • 
77I/7K DTSTTl^yh, ■fe'/vaVlD T7"U 
•y hfc it/X-^'x > b • T7*V -/ b ) tt, ^^'Srffi 
fflLT*#a**i6. L*»U flrE77V*H>5*4fc 

X?V7bmi&RlXm%iMtZktfX'Z&. i 
OPiMfcilW* t » fffB77 U -y h tSti 3- H 
ti, 7-5^ • 7.7'J7MI&«fflLT, ^7-^- 

- X7 >;r bST**#iitiX^77U' -y hSr^tf. 
i7*7-'*-S>W , 75'0-F'f*. "7x7 • 
(i. Hifie77b-y bSrmilS^xr • 75'7if* J iWL-C 

[0163] *»BHli, Tie^'J^SrJto. 
[0164} tjf??-rS i J7x7- 

f^twa- f • 77 f 4 t'f -f Srii^L, fflRth. 

[0165] mmtm ■■ *&m, -7x7 • f t 

[0166] HS*^ (i-1ftf>4*a»&J!X > : 

*7xT£!&^kl&\ x— fti. V7b'7x7?r^y 
7.b-;H^0, flBfcLfcD. ifcliRfirr*^* 5 * 

[0167] Sl=f : 7 9>f TV Y 

7*- z/XTJ*±X'm-r&Zttf?*Z>. fyATyh 
flTti. v>y?- 771^ -y h £-7*- >--t& -7x7- 7 
5^f ^0$i.-rntfJ:V\ HTTP 
b'7. It C"7-> <±C v> y ^^SHSffi ( Ja 

va Virtual Machine, KIT' JVMifcV^ ) 

-m«J:v\ H^tcfi, #^u-f -f • vxf a 
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[0168] Sifttt : #?S a B±, l^^H 1 
<5,tf5ff*OHTTP-9--h*XfcH*tirfM"4. fflttfc 

HTTP-?-t'*CJ: 

4*!«Ir ! £Wi:tff\ HTTP-+f--t;*a>& 
&4LT^4a^"T:'&4. 

[0169]£«tt : ^-^-yHi*. fx 

[0170] a— vvrru rtss- ■■ *?& B Ji«±> ^ 

[0171] ligt^HTTPtf-^W^-b : * 
8flm±. S^tt^^xT" • b-C"iW£LTV>4 
1S0RcO*aat9-^^»-5 ; KJiS:JPI-r4ik*>'-C'# 
4. ffltt&fc. WTSy-^x^iW-^'W 
3J-*%4LTV^4^-C, y-bVx^&HTTP-f- 

A-±tcsitf 4c . -en^'ix^a^wT s«r 

aff-f.4 Z b &X*$ 4 A» fe-C* 4 . 
[0172] #$6BJJ£0fflfc:SMffl£j*L , ±fe#DF B Bffl 

*^l^BBffl#^llHi3ct^lBiEC»$^4 1 coX'li 
[HfflOfSm^riiBfl] 

[El ] #3SBJ3c0N£O**§Sil, *» h?-?. fci 
If-*}*? ■ *M hSr-t-O^Xf ^2:^"fE"CA4. 
[02] #2»N£<9&S*ISS#\ 
•77V-yK DTSTTU-yhfcJclA'-fe-^s^ip 
77V -y bSr^yo-F 
4. 

[03 ] #3&5itfffiie (flBMI) ' 7*7V »/ 

- DTS77W hfcitfHrvi'gy I D77W h 

im4]mmm%) -?x?--7?u yb. dts 

77U -y hfcitA'-fey ya V I D77U y J>4^ 

fct*ic. #f^tcJ:9i!^£fc-&d \m<r> 

ry x y . ^-^D-h'tfEtTliHeTT-l^-y h*W 



[H5]«E(flW«)^^--Tru-rh. DTS 
77V >y h *S J: l/f-fe >y v 3 V I D 77V v V t *7 x 7' • 

s>45s^at^^ r 7VD-H^^» 

k>y hjWtfajSit47o**£Srf0T'J>4. 
[06 ] *^!H<7)J; ? ^ 3 y**r*1" ETC* 

4. 

[07 ] *%ffllz£ 0 . ^-^Iffl 1 4 9#>£>x 
-i-'xy h • ^-v ( t^i^-AVNM-f • ^-^) £ 
.^yn-H-f4di:t=i:-5"C. J>4x-^xyh 

(H^xwN-y>Mif) -fe yi/ 3 y • 4y?-7 
x fc&jiW* *i£ £«*EFC* 4 . 

[08 J WMW-y'x ^h^'/y^y-fv 
^_ 7x _^. n 7^1f ■ xw-c-y^-tf . -fey^ay 

- 4 y^-7x-^&t/x-yN-ysM^f • i-y'xyf 

• -fe-yv-3 y • 4 y?-7x— ^£ijC?~0"C£>4. 
[09] *^M5l-yxV h*\ M-bvyay 

£#5irr 4 »#£^-f 70-f-V - b Sr^"f 0Tfe 4 . 
[010} *%B^>~OC07*5f fflteStt*? l J-y 

• r 4 *7* M Sr*-t0"C'S> 4 . 

[011} x.T • ^-i^HMOSMf 7 

a-f-r- h *'iKfH"C* 4 . 
[012} 1&&&i£.-o0>T—9 -7<-)V H Sr^O*> 

T->*^ttt:v'>S^x7' • *<- s J&frtWfchh. 
[01 3 } *%0*7)r-^|5]^l&^r^7n-^-v 
-b£^-f0-C$>4. 

[014} i&mrrts-~f- ^—VWWM&rtf? 
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1 Title of Invention 

KAKAGING PAGE ACTIVITY OP WEB TERHINALS 

2 Claims 

1. A~ method for managing activities performed to pages 
(204,214,224 ,. . ]■ at a terminal [104A] and activities 
between said terminal and a further terminal [104K, 104NJ , 
the pages being Retrieved from a network site (134] , 
characterised by* the method comprising the steps of: 

(a) at said; terminal retrieving pages; 

(b) at said terminal performing activities [114A, 
115A] to said pages retrieved; 

. (c) at the network site recording [14 8] said 
activities for said terminal; 

(d) at the further terminal establishing contact vith 
said terminal; apd 

(e) at the further terminal displaying (Fig. 6] 
activities recorded for said terminal. 
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3 Detailed Description of Invention 

The present invention relates generally to a method and 
apparatus for coordinating access to Internet web sites by 
a group of web browsers that are being run. at a group of 
user terminals. ■ 

It is known that users can retrieve information from 
web sites (network sites) via the. Internet. The basic 
model for retrieving information from web sites is user 
initiated information searching. Specif icallyj a user 
interacts with (via a terminal) a web browser to send a 
request to a web site. In response to the request, the web 
server for the web site retrieves the information requested 
and sends the web browser the information arranged in so 
called web page (HTML) format. One of the unique features 
of this model is. the feature of "hyper-text links" embedded 
in web pages that have been retrieved. This feature 
enables a user in searching for information to "navigate" 
from one web page to another. In order to provide services 
(or assistance) to users (or customers) via the Internet, 
it is desirable to provide a mechanism to track activities 
performed to the web pages among a group of browsers. 

One method of tracking web pages navigated/is to 
install a monitoring program at a web site. When a 
terminal sends requests to a web site, the monitoring 
program at the web side collects the URLs (Uniform Resource 
Locator) for the requested web pages and sends the URLs to 
a server. However, under this method/ the monitoring 
program is not always able to monitor the requests from the 
terminal, because when the terminal retrieves web pages 
from its browser cache space or from a proxy server, the 
requests are fulfilled locally and are- never sent to the 
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web site. As a result, the URLs are not accurately 
tracked* 

Another method of tracking web pages navigated is to 
install a monitoring program together with a browser at a 
terminal. The monitoring program constantly communicates 
with the web browser. However a monitoring program 
designed for a web browser manufactured by one vendor is 
typically not interoperable with or portable to another web 
browser manufactured by another vendor because browser 
interface mechanisms are proprietary. This results in a 
user needing a complicated monitoring program. 

Therefore, there is a need for a technique to provide 
web page tracking and without requiring knowledge of the 
details about the web navigation software. Such a 
technique must operate where web page activity of itself 
does not generate a request to inform a web site of the 
activity. 

According to the invention there is provided a method 
for managing activities performed to pages at a terminal 
and activities between said terminal and a further 
terminal, the pages being retrieved from a network site, 
comprising the steps of: 

(a) at said terminal retrieving pages; 

(b) at said terminal performing activities to said 
pages retrieved; 

(c) at the network site recording said activities for 
said terminal; 

(d) at the further terminal establishing contact with 
said terminal; and 

(e) at the further terminal displaying activities 
recorded for said terminal. 
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The invention further provides the managing of page 
synchronization between activities performed either at 
said terminal or said further terminal. The activities 
may include loading a page, unloading a page and changing a 
data field on a page. 

The further terminal may be an : administrative terminal. 

The invention provides a method for tracking activities 
with pages requested for loading over a network by 
retrieval from a page server at a network site to an 
individual terminal by sending information about the 
activities to a page tracking server comprising the steps 
of: 

(g) loading a first page from the page server, the 
page being associated with a page locator for indicating a 
location of the page in the server, and the page containing 
program information of at least location information for 
indicating a program; 

(h) loading the program from the server based on the 
location information, and executing the program; 

(j) the program monitoring activities with the page; 

and 

(k) the program sending information about the 
monitored activities to the page tracking server to be 
available for storage therein. The program information may 
be the actual program. The page locator may be URL 
(Uniform Resource Locator) and the program information may 

be a tag. 

The invention will now be described by way of example 
with reference to the appended drawings, in which: 
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Detailed Description of the Preferred Embodiments 

The following description is presented to enable any 
person skilled in the art to make and use the invention, and 
is provided in the context of a particular application and 
its requirements. Various modifications to the preferred 
embodiment (s) will be readily apparent to those skilled in 
the art, and the. principles defined herein may be applied to 
other embodiments and applications without departing from 
the spirit and scope of the invention. Thus, the present 
invention is not intended to be limited to the embodiment (s) 
shown, but is to be accorded with the broadest scope 
consistent with the principles and features disclosed 
herein. „ 

Referring to figure 1, there is shown an exemplary web 
page synchronization system 100, in accordance with the 
present invention. 

As shown in figure 1, the system includes N terminals 
(104A, |, 104K, §, and 104N> , a network 129 (the Internet, 
or a combination of the Internet and an Intranet) , and a web 
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site 134 . Each of the terminals has a telephone set (102A, 
|, 102K, 1, or 102N) installed in its vicinity. Each of the 
terminals can be a PC computer, a workstation, a Java 
station, or even a web TV system. 

Web site 134 includes a WTS (Web Tracking and Synching) 
gateway 142, a WTS server 144 containing a session table 145 
and a user class table 147, a database processing 
application 148, an HTTP (Hyper Text Transfer Protocol) 
server 152 , and a hard disk unit 154 for storing consumer 
page repository 146, administration page repository 149, and 
database 156. All the components in web site 134 can be 
installed in one or more computer systems. Each of the 
computer systems includes a processing unit (which may 
include a plurality of processors) , a memory device, and a 
disk unit (which may include a plurality of disk sets) . 

Each of the terminals (104A, |, 104K,.|j, or 104N) 
includes a processor unit (not shown) and a memory area 
(115A, f|, 115K, g, 115N>, and runs a Java enabled web 
browser (114A, §, 114K, % or 114N) . Each of the memory . 
area (115A, % 115K, §|, or 115N) is maintained by its 
respective browser (114A, |, 114K, g, or 114N) • Via network 
129, each of the browsers (114A, |, 114K, . . , or 114N) is 
able to send requests to and receive web pages from HTTP 
server 152, and to display the web pages received at its 
respective terminal. Each of the browsers (114A, g, 114K, 
i, or 114N) is able to run a Master Applet (124A, §, 124K, 
§, or 124N) , a set of DTS (Data Tracking and Synching) 
Applets, a SessionID Applet, and an Agent Applet:. As shown 
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in figure 1, these Applets are stored in consumer page 
repository 146 and. can be downloaded from consumer page 
repository 146 and stored in the memory areas of the 
terminals (104A, |, 104K, §, 104N) . 

Referring to figure 2, there is shown the situation 
where each of the terminals (104A, H, 104K, |§, or 104N) has 
downloaded its respective Master Applets (124A, j|, 124K, H, 
or 124N), DTS Applets (126A, g, 126K, |, or 128N) , and 
SessionID Applet (128A, §, 128K, §|, 128N) . , in accordance 
with the present invention. 

In figure 2, each of the (consumer) Master Applet 
(124A, g, 124K, §, or 124N) is primarily responsible for: 
s (1) in response to loading each web page at its respective 
browser, opening a dedicated socket, and establishing a 
socket connection to WTS gateway 142 via network 129 for its 
respective browser (114A, fg, 114K, j|, 114N) , (2) 
communicating with WTS server 14 4 via the socket connection/ 
from which WTS server 144 is able identify the origin (i.e. 
which browser, which web page, etc) of the commands and 
information that are being delivered through, (3) monitoring 
the activities of its respective browser, (4> sending the 
information about its respective browser's activities to WTS 
server 144, (5) receiving and processing the information 
about other browsers 1 activities, (6) via the socket 
connection, providing a single communication path to WTS 
server 144 for DTS Applets (126A, $, 126K, §, or 126N) , 
SessionID Applets '( 128A, | r 128K, |, or 128N) , or any other 
consumer Applets embedded on the same page with the Master 
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Applet, (7) sending commands to WTS server 144 to request 
services, for itself and f or # DTS Applets (126A, H, 126K, ij, 
or 126N) , SessionID Applets (123A, |, 128K, g, or 128N) , or 
any other consumer Applets embedded on the same page with 
the Master Applet, and (8) sending user class information 
together with the commands, to indicate that its respective 
browser is a consumer user. 

Each set of DTS Applets (126A, §j, 126K, 1, or 126N) 
contains one or more individual DTS Applets, which are 
primarily responsible for: (1) displaying and monitoring the 
data activities (data inputs or data updates of data fields) 
on web pages that are being displayed by its respective 
browser, (2) sending the data activities to WTS server 144 
via its respective Master Applet, (3) receiving the data 
activities from other browsers via its respective Master 
Applet, and (4) processing the data activities from other 
browsers for the web pages that are being displayed by its 
respective browser. 

Each of the SessionID Applets (128A, f§, 128K, ||, or 
128N) is responsible for retrieving, and for displaying on a 
web page the current SessionID. 

As shown in administration page repository 149, Agent 
Applet (or Supervisor Applet) is responsible for creating a 
session interface, joining, monitoring, and controlling a 
session through the session interface. The (administration) 
Master Applet is primarily responsible for: (1) opening a 
dedicated socket, and establishing a socket connection to 
WTS gateway 142 via network 129 for the session interface 
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created by Agent Applet, Supervisor Applet, or any other 
administration Applets embedded on the same web page with 
the Master Applet, (2) communicating with WTS server 144 via 
the socket connection, from which WTS server 144 is able 
identify the origin (i.e. from which session interface} of 
the commands and information that are being delivered 
through, (3) via the socket connection, providing a single 
communication path to WTS server 144 far Agent Applet, 
Supervisor Applet, or any other administration Applets 
embedded on the same web page with the Master Applet, and 
(4) sending user class information together with the 
commands, to indicate that its respective browser is an 
administration user. 

WTS gateway 142 is responsible for maintaining all 
socket connections between Master Applets and WTS server 
144. The connections between Master Applets and WTS gateway 
142 take place using standard sockets. The connection 
between WTS gateway 142 and WTS server 144 takes place using 
RMI (Remote Method Invocation) . 

WTS server 144 is responsible for: (1) managing and 
tracking the activities of all browsers participating in 
active sessions, exemplary activities including: loading of, 
interacting with, and unloading of web pages, (2) recording 
the information about the activities, (3) managing the 
synchronization of the activities for all browsers 
participating in the active sessions, (4) creating a session 
when a consumer user (via a browser) sends a request to web 
site 134 for the first time, (5) defining the session length 
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intervals, (6) purging sessions that have been inactive for 
more than the specified session length intervals, (7) adding 
and deleting participants to a session, and (8) providing 
services to all commands from consumer Applets , such as: 
(consumer) Master Applet, DTS Applets, SessionID Applets, 
and administration Applets, such as: (administration) Master 
Applet, Agent Applets, and Supervisor Applet. 

Consumer page repository 146 stores the web pages and 
Applets for consumers. Consumer Applets can be selectively 
embedded into consumer web pages. Exemplary consumer 
Applets include: (consumer) Master Applet, DTS Applets, 
SessionID Applet, etc. 

Administration page repository 149 stores the web pages 
and Applets for call center administration users, including: 
administrator, supervisor, agent, etc. Administration 
Applets can be selectively embedded into administration web 
pages. Exemplary administration Applets include: 
(administration) Master Applet, Agent Applet, Supervisor 
Applet, etc. 

To better describe the present invention, the Applets 
stored in (or downloaded from) repository 146 can be 
referred to as consumer Applets, and the Applets stored in 
(or downloaded from) repository 149 can be referred, to as 
administration Applets. For example, the Master Applet 
stored in (or downloaded from) repository 14 6 can be 
referred to as consumer Master Applet, and the Master Applet 
stored in (or downloaded from) repository 149 can be 
referred to as administration Master Applets. HTTP server 
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152 contains a security application that allows consumer 
users to get access only to the web pages stored in consumer 
page repository 146, and allows administration users (such 
as administrator; supervisor, agent, etc.) to get access to 
the web pages stored in both consumer page repository 14 6 
and administration page repository 14 9. 

Session table 145 is responsible for maintaining the 
information for all active sessions. 

Class table 147 is responsible for keeping, records of 
user classes assigned to different users. Listed are 
exemplary user classes: administrator, supervisor, agent, 
and consumer. 

Based on user classes (administrator, supervisor, 
agent, and consumer), WTS server 144 provides the following 
services: 

(1) creating a session (consumer) ; 

(2) storing data received from a session participant 
(supervisor, agent, and consumer) ; 

(3) listing active sessions (administrator and 
supervisor) ; 

(4) listing the information associated with active 
sessions (administrator, and supervisor); 

(5) listing current users (administrator) ; 

(6) joining a session (supervisor and agent) ; 

(7) terminating a session (supervisor); 

(8) monitoring a session (supervisor and agent) ; 

(9) configuring a session parameters (administrator); 

and 
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. (10) sending commands and information to a consumer 
Master Applet or an administration Master Applet in a 
participating browser (supervisor, agent, and consumer) . 

Database 156 is responsible for storing data collected 
in session table 14 5. 

HTTP server 152 is responsible for processing the 
requests issued by one of the web browsers, retrieving the 
web pages from either consumer page repository 14 6 or 
administration page repository 149, and sending the web 
pages to the browsers that have generated these requests. 

Database processing application 148 is responsible for 
writing the data collected in session table 145 into 
database 156. 

Referring to figure 3, there is shown the process of 
how the (consumer) Master Applet, DTS Applets, and SessionID 
Applet being downloaded into terminal 104A from HTTP server 
152 in response to loading an initial web page, and then 
being invoked to perform the operations in accordance with 
the present invention. 

As shown in figure 3, a (consumer) Master Applet, a set 
of DTS Applets, and a SessionID Applet are embedded into web 
page 204 by using a set of applet tags 208. Web page 204 is 
associated with a specific URL indicating the location of 
web page 2 04 in HTTP server 152. 

As indicated by dotted line (1), web browser 114A sends 
a request including the URL of web page 204 to HTTP server 
152 via network 129. As indicated by dotted line (2), in 
response to the request, HTTP server 152 retrieves web page 
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204 from consumer page repository 146 and sends it to web 
browser 114A via network 129 . Web page 204 contains a set 
of applet tags 208, which indicate the location of Master 
Applet, DTS Applets, and SessionID Applet in HTTP server 
152. As indicated by dotted line (3), web browser 114A 
loads web page 204. As indicated by dotted line (4), since 
Master Applet, DTS Applets, and SessionID Applet have not 
been downloaded, web browser 114A sends requests via network 
129, to download these Applets based on applet tags 208. As 
indicated by dotted line (5), HTTP server 152 sends Master 
Applet, DTS Applets, and SessionID Applet to browser 114 A 
via network 129. As indicated by dotted line (6), browser 
114A stores Master Applet 124A, DTS Applets 126A, and 
SessionID Applet 128A into memory area 115A of terminal 
104A, and initializes and invokes these Applets. After 
being invoked, these Applets are running together with web 
browser 114A, to monitor and process the activities for 
which they are assigned to be responsible. As indicated by 
line (7), Master Applet 124A opens a dedicated socket and 
establishes a socket connection to WTS gateway 14 2 for 
browser 114A and web page 204. Via the socket connection, 
Master Applet 126 sends WTS server 144 a command, together 
with an ID unique to browser 114A. In response to the 
command from Master Applet 126, WTS server 144 creates a 
session for browser 114A based on the unique ID, and issues 
a time stamp (loading time) indicating the time at which the 
command was received, and stores the URL and time stamp of 
web page 204 into the session created for browser 114. As 
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will see in the description in connection with figure 6 
following, the URL, command, and loading time are stored in 
a URL history list and a command list created for the 
session. 

Referring to figure 4, there is shown the process of 
the (consumer) Master Applet 12 4A, DTS Applets 126A, and 
SessionID Applet 12 8A being invoked, in response to loading 
a subsequent web page 214 (subsequent to web page 204>, to 
perform the operations in accordance with the present 
invention, when these Applets have been previously 
downloaded and cached in terminal 104A. 

As indicated by dotted line (1), to download web page 
214, web browser 114A sends a request including the URL of 
web page 214 to HTTP server 152 via network 129. Before 
loading web page 214, the following events occur: (a) 
browser 114A instructs Master Applet 124A to run a stop 
routine, (b) via the socket connection established for 
browser 114A and web page 204, Master Applet 124A sends a 
command to inform WTS server 144 that web page 204 has been 
unloaded, and disconnects the socket connection established 
for browser 114A and web page 204, (c) WTS server 144 issues 
a time stamp (unloading time) indicating the time the 
command was received, and (d) records the URL and the time 
stamp of web page 204 into the session created for browser 
114A. As will be seen in the description in connection with 
figure 6, following, URL, command, and unloading time are 
stored in a URL history list and a command list created for 
the session. As indicated by dotted line (2) , HTTP server 
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152 retrieves web page 214 from consumer page repository 146 
and sends it to browser 114A. Like web page 204 , web page 
214 contains a set of applet tags 208 for indicating the 
location of Master Applet 124A, DTS Applets 126A, and 
SessionID Applet'l28A. As indicated by dotted line (3), web 
browser 114 A loads web page 214. As indicated by dotted 

line (4), in response to the loading of web page 214, web 

i 

browser 114A locates Master Applet 124A, DTS Applets 126A, 
and SessionID Applet 128A (based on the indication of applet 
tags 208) that are cached by browser 114A in memory area 
115A, and initializes these Applets and then invokes them. 
As indicated by line {5>, Master Applet 124A opens a 
dedicated socket and establishes a socket connection to WTS 
gateway 142 for browser 114A and web page 214. Via the 
socket connection established for browser 114A and web page 
214, Master Applet 126A sends a .command, together with the 
ID unique to browser 114A and the URL of web page 214, to 
inform WTS server 144 that web page 214 has been loaded. 
WTS server 144 issues a time stamp (loading time> indicating 
the time the command was received and stores the URL and 
time stamp of web page into the session created for browser 
114 A. As will be seen in the description in connection with 
figure 6, following, URL , command, and loading time are 
stored in a URL history list and a command list created for 
the session. 

Referring to figure 5, there is shown the process of 
the (consumer) Master Applet 124A, DTS Applets 126A, and 
SessionID Applet 128A being invoked, in response to loading 
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a subsequent web page 224 (subsequent to web page 214) , to 
perform the operations • in accordance with the present 
invention, when both these Applets and web page 22 4 have 
been previously downloaded and cached by browser 114A in 
terminal 104 A. 

As indicated by dotted line (1) , web browser 114A loads 
web page 224 cached in memory area 115A maintained by 
browser 114A. Like web pages 204 and 214 , veb page 224 
contains a set of applet tags 208 indicating the location of 
Master Applet 124A, DTS Applets 126A, and SessionID Applet 
12 8A. Before loading web page 2 24, the following events 
occur: (a) browser 114A instructs Master Applet 124A to run 
a stop routine, (b) via the socket connection established 
for browser 114A and web page 214A, Master Applet 12 4A sends 
a command to inform WTS server 14 4 that web page 214 has 
been unloaded, and disconnects the socket connection 
established for browser 114A and web page 214, (c) WTS 
server 144 issues a time stamp (unloading time) indicating 
the time the command was received, and (d) WTS server 144 
records the URL and time stamp of web page 214 into the 
session created for browser 114 A. As will be seen in the 
description in connection with figure 6, following, the URL, 
command, and unloading time are stored in a URL history list 
and a command list created for the session. . As indicated by 
dotted line (2), in response to the loading of web page 224, 
browser 114A locates Master Applet 124A, DTS Applets 126A, 
SessionID Applet 128A that have been cached by browser 114A 
in memory area 115A in terminal 104A, and initializes and 
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invoices these Applets. As indicated by line (3), Master 
Applet 12 4 A opens a dedicated socket and establishes a 
socket connection to WTS gateway 142 for browser 114A and 
web page 224. Via the socket connection established for 
browser 114A and web page 2 24, Master Applet 126A sends a 
command, together with the ID unique to browser 114 A and the 
URL of web page 224, to inform WTS server 144 that web page 
224 has been loaded. WTS server 144 issues a time- stamp 
(loading time) indicating the time the command was received 
and stores the URL and time stamp into the session created 
for browser 114. As will be seen in the description in 
connection with figure 6, following, the URL, command, and 
loading time are stored in a URL history list and a command 
list created for the session. 

In the example shown in figure 5, it should be 
appreciated that even through no request arrives at HTTP 
server 144 when web page 224 is loaded from cached memory in 
terminal 104A, Master Applet 124A still sends browsing 
activities to WTS server 144. 

It should be noted that the processes shown in figures 
3-5 of loading and invoking Master Applet, DTS Applets, and 
SessionID Applet for terminal 104A can also be used for 
terminals 104K, §, 104N. 

In figures 3-5, Master Applet, DTS Applets, and 
SessionID Applet are all embedded into web pages 204, 214, 
and 224. However, it should be noted that not all the 
Applets are required to be embedded into a web page. 
Depending on the desired functions to be performed, 
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respective Applets can be selectively embedded into a web 
page by selectively setting applet tags in the web page. 
For example, if data synchronization and tracking of 
individual elements are not needed, the applet tags for 
linking DTS Applets can be eliminated from the web page. By 
the same token, if additional functions are needed, 
additional applet tags can be added into the web page to 
link additional Applets, 

Referring to figure 6, there is shown session table 14 5 
(see figure 1) in greater detail, in accordance with the 
present invention. 

While browsers at their respective terminals are 
browsing through ;the web pages in web site 134, WTS server 
144 collects and analyzes the information about the 
interactions between all browsers and the web pages that 
have been downloaded to the browsers from web site 134. One 
difficulty in collecting and analyzing such information is 
that browsing individual web pages in web site i34 is a 
stateless process. More specifically, web site 134 receives 
a sequence of requests from different browsers, and sends 
the respective web pages to the respective browsers in 
response to the sequence requests. Since in processing the 
requests from an individual browser, web site 134 does 
maintain a constant connection to the same browser to keep 
an one-to-one relationship, web site 134 has no control 
over, or maintain data on, the sequences of the requests 
from the browsers. 
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To meaningfully collect and analyze the Information 
about the interactions between the browsers and , web, pages, a 
session is defined as a collection of web page interactions 
that occur over a given period of time from a specific 
browser- A session is created when a browser first hits web 
site 134, and a session window (or session length interval) 
is defined for the session. If activities from a specific 
browser {identified by an ID unique to the browser, issued 
by a respective Master Applet) does not occur within the 
session window, the session is terminated and cleaned up by 
WTS server 144. A session window is refreshed (reset to 
time zero) each time the information about the associated 
browser is sent to WTS server 144, For example, if a 
session window is defined as 15 minutes, as long as the 
associated terminal has some activity every 15 minutes, the 
session will remain open. After 15 minutes of inactivity, 
the session is terminated and purged. A subsequent request 
from the same terminal will cause a new session to be 
created. After a session has been created for a terminal, 
one or more other terminals can join the session. 

As shown in figure 6, session table 145 includes M 
session IDs created for M sessions respectively. Each of 
the session ID is associated with: (1) a session list for 
maintaining information about a session, (2) a participant 
list for maintaining information about all participant 
browsers in a session (note: when a session is first 
created, it only contains one participant), (3) a URL 
history list for maintaining information about all web pages 



(57) 



1-249995 



visited by all participants in a session, (4) a data list 
for maintaining information about the data fields on the web 
pages visited by" all participants in a session, and (5) a 
command list for'' maintaining information about all commands 
issued to WTS server 144 by the various participants in a 
session. 

Typical items in a session list are: (1) SessionID for 
identifying a session, (2) UserName for indicating the 
actual name for whom the session is created, (3) StartTime 
for indicating the time of starting the session, (4) 
StopTime for indicating the time of stopping the session, 
and (5) SessionNotes for recording the notes of the session. 

Typical fields contained in a participant list are: (1) 
SessionID for linking the participant list to a session, (2) 
ParticipantlD for identifying a participant, (3) 
ParticipantAddresses for indicating a participant's IP 
address, (4) Class for indicating the user class of the 
participant (customer, agent, supervisor, administrator, 
etc.) and (5) Direction for indicating the synchronization 
direction for the participant browser. 

Typical fields contained in a URL history list are: (1) 
SessionID for linking the URL history list to a session, (2) 
PageURL for indicating the URL of a web page visited, (3) 
ParticipantlD for identifying a participant who visited the 
web page, (4) LoadingTime for indicating the loading time of 
the web page, and (4) UnloadingTime for indicating . the 
unloading time of the web page. 
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Typical fields contained in a data list are: (1) 
SessionID for linking the data list to a session, (2) 
WasRelayed for indicating if this data field has been 
broadcasted, (2) FieldName for indicating the actual name of 
the data field, (3) DataName for indicating the name of the 
data field displayed on a web page, (4) DataValue for 
indicating the Value of the data field, (5) TimeStamp for 
indicating the time at which this data field is updated, (6) 
URL for indicating the web page on which the data field was 
displayed, and (7) ParticipantID for indicating the 
participant browser who updated this data field. 

Typical fields contained in a command list are: (1) 
SessionID for linking the data list to a session, (2) 
Command for indicating the specific command executed 
(loading a page, unloading a page, changing a data field, 
etc.); (3> URL for indicating the web page to which the 
command operated, (4) FieldPoint for indicating the data 
field to which the command operated, and (5) TimeStamp for 
indicating the time at which command was executed. 

Before a session is purged from session table 145, 
database processing application 147 stores the associated 
session list, URL history list, and command list to database 
156. The data contained in these three lists can be later 
used by data warehouse integration applications. 

Referring to figure 7, there is shown an operation for 
creating a session interface for an agent (or 'a supervisor) 
by downloading an agent page (or a supervisor page) from 
administration page repository 149, in accordance with the 
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present invention- In the example shown in figure 7, it is 
assumed that administration user class (either agent user 
class or supervisor user class ) is assigned to terminal 
104N, so that the security application in HTTP server 152 
grants the access to the web page stored in both consumer 
page repository 14 6 and administration page repository 149. 

At step 702, an agent at terminal 104N types in an 
agent URL at terminal 104N, and browser 114N sends the URL 
to HTTP server 152, to retrieve an agent page, in which an 
(administration) 'Master Applet and an Agent Applet are 
embedded. For a supervisor, he/she types in a supervisor 
URL at terminal 1G4N, and browser 114N sends the URL to HTTP 
server 152, to retrieve a supervisor page, in which an 
(administration) Master Applet and a Supervisor Applet are 
embedded. 

At step 704, HTTP server 152 retrieves the agent page 
(or a supervisor £ a S e ) from administration page repository 
149 and sends it to browser 114N. 

At step 706, browser 114N downloads the agent page, in 
which a Master Applet (administration Master Applet) and an 
Agent Applet are embedded; or downloads the supervisor page, 
in which a Master Applet (administration Master Applet) and 
a. Supervisor Applet are embedded. 

At step 708, browser 114N downloads the Master Applet 
and Agent Applet from HTTP server 152, initializes and 
invokes these Applets; or downloads the Master Applet and 
Supervisor Applet from HTTP server 152, initializes and 
invokes these Applets. 
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At step 710, Master Applet opens a dedicated socket, 
establishes a socket connection to WTS gateway 142, and 
sends an ID unique to browser 114N to WTS server 144. WTS 
server 144 is able to identify browser 114N based on the 
unique ID- 

At step 712, Agent Applet creates an agent session 
interface 80 OA shown in figure 8 A for the agent user; or 
Supervisor Applet creates a supervisor session interface 
800B shown in figure 8B for the supervisor agent. 

Referring to figure 8A, there is shown an agent session 
interface 800A created for an agent at step 712, in 
accordance with the present invention. 

As shown in figure 8A, the session interface contains a 
text box 8 04 for entering a session ID, a Join session 
button 806 for joining a session identified by the session 
ID, a drop button 808 for leaving a session, a leader check 
box 810 (selecting of which designates a browser as a 
leading browser in synchronization) , a follower check box 
812 (selecting of which designates a browser as a following 
browser in synchronization), a scrollable list box 816 for 
displaying the information contained in the participant list 
associated with a selected session, a scrollable list box 
818 for displaying the information in an identified URL 
history list, and a text box 820 for displaying the 
information in an identified data list. If both the leader 
and follower check boxes 810 and 812 are selected in the 
agent session interface, browser 114 A acts as both leading 
and following browser in synchronization. 
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Referring to figure 8B, there is shown a browser 
supervisor session, interface .800B created for a supervisor 
at step 712, in accordance with the current invention. 

As shown in figure 8B, the session interface contains a 
scrollable list box 832 for displaying session IDs of all 
active sessions in session table 145 and for selecting one 
of the session IDs, a text box 834 for displaying relevant 
statistics of WIS server 144, a multi column scrollable list 
box 83 6 for displaying details about the session selected in 
scrollable list box 832, a select session button 838 for 
selecting a session from scrollable list box 832. By using 
the information in scrollable list box 83-2, a supervisor 

i 

agent can monitor all active sessions. By using the 
information in multi column scrollable list box 836, a 
supervisor can monitor operational status of a session 
selected from scrollable list box 832, including: (1) 
whether this session is being helped by an agent, (2) user 
name, and (3) agent ID. By selecting select session button 
838, a supervisor' can create an agent session interface as 
shown in figure 8C. 

Referring to figure 8C, there is shown a supervisor 
agent session interface 800C, in accordance with the present 
invention. 

Referring to figure 9, there is shown a flowchart 
illustrating the operation of joining a session by an agent, 
in accordance with the present invention. 

In the example shown in figure 9, it is assumed that: 
(1) a consumer at terminal 104A is browsing web pages from 
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consumer page repository 146 via browser 114A, (2) session 
list 1 shown in figure 6 has. been created for browser 114A, 
(3) an agent class has been assigned to browser 114N, (4) 
agent session interface 800A shown in figure 8A has been 
displayed on terminal 104N; (5) a (administration) Master 
Applet and Agent Applet have been previously downloaded into 
browser 114N, (6) a dedicated socket connection has been 
established for session interface 800A displayed at terminal 
104N by the (administration) Master Applet, and (7) the 
agent at terminal 104A is on duty at a call center. 

As shown in figure 9, at step 902, the consumer is 
browsing a web page at terminal 104A. On the web page, 
SessionlD Applet 128A displays the current session ID. A 
call center telephone number the consumer can call is also 
displayed on the web page. 

At step 904, the consumer is connected to the call 
center by dialing the telephone number via telephone 102A 
(see figure 1)/ and the call is directed by the call center 
to the agent. 

At step 906, the consumer tells, via telephone 102A 
(see figure 1) , the agent the current session ID displayed. 
It should be noted that, instead of using the telephone, the 
agent can be informed of the current session ID by 
alternative methods . For example, the consumer can enter 
his/her telephone. number into a special web page that 
contains the caller ID of the consumer along with the 
current session ID. This information can be stored into a 
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special lookup table that can be used by the agent to lookup 
the current session ID. ' 

At step 9 08, at terminal 104N, the agent types the 
current session ID into text box 804 (see figure 8A) . 

At step 910 , in response to a loss of focus or a 
pressing of the Enter key, through the socket connection 
established for agent session interface 800A displayed on 
terminal 104N, the (administration) Master Applet at 
terminal 104N sends a command to WTS server 144, to retrieve 
the information in participant list 1, URL history list 1, 
and data list 1 (see figure 6) for the Agent Applet. 

At step 912 ,' -WTS server 144 sends the information 
requested to the Agent Applet (via the Master Applet) • 

At step 914/ the Agent Applet at terminal 104N displays 
some information from participant list 1 and URL history 
list 1 in (participant) scrollable list box 816 and (URL 
history) scrollable list box 818, respectively. 

At step 916,; the agent selects join button 80 6 in agent 
session interface 800A displayed on terminal 104N. 

At step 918, in response to the selection at step 916, 
through the socket connection which has been established for 
agent session interface displayed on terminal 104N, the 
(administration) Master Applet sends WTS server 144 a 
command to join the selected session. Based on the 
identification associated with the socket connection, WTS 
server is able to generate a ParticipantID for browser 114N 
and to find the ParticipantAddress for terminal 104N. 
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At step 9 20, WTS server 144 stores the ParticipantID 
and ParticipantAddress into participant list 1. At this 
step, participant list 1 includes two participant records 
(two rows) containing the PaticipantlDs for browsers 114A 
and 114N respectively. 

At step 922, at terminal 104N, the agent selects: 
leading check box 810 or following check box 812, or both of 
them. By only selecting leader check box 810, the 
activities at terminal 104N are synchronized at terminal 
104A, but not other way around. By only selecting follower 
check box 812, the activities at terminal 104A are 
synchronized at terminal 104N, but not other way around. By 
selecting both leader and follower check boxes 810 and 812, 
the activities at terminals 104A and 104N are synchronized 
with each other (bi-directional synchronization) . In 
response to the selection(s) , through the socket connection 
which has been established for agent session interface 800A, 
the (administration) Master Applet sends WTS server 144 a 
command designating the synchronization direction. WTS 
server 144 stores the synchronization direction information 
into the Direction fields of the two records in 
participation list 1. In this example, it is assumed that 
the bi-directional synchronization has been selected for 
terminals 104A and 104N. 

At step 924, WTS server 144 sends the (administration) 
Master Applet the URL of the web page being currently 
browsed at terminal 104A. 
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At step 926, the Agent Applet at terminal 104N opens a 
browser window 1004 (a second browser instance)- as shown in 
figure 10. 

At step 928, browser 114N downloads the web page 
identified by the URL from consumer page repository 14 5, and 
displays it in browser window 1004. A (consumer) Master 
Applet, a set of DTS Applets, and a SessionID Applet are 
embedded in the web page downloaded. 

At step 930, browser 114N downloads (consumer) Master 
Applet 124N, set of DTS Applets 126N, and SessionID Applet 
128N.. 

At step 932, the web pages displayed in second browser 
window 1004 at terminal 104N are being synchronized with the 
web pages being displayed at terminal 104A. 

After step 932, if the agent (the first agent) at 
terminal 104N needs assistance from another agent (the 
second agent) at terminal 104K, the first agent can call the 
second agent and tell him/her the current session ID. The 
second agent can then join the current session using an 
agent session interface as shown in figure 8A displayed at - 
terminal 104K. 

Referring to figure 10, there is shown a screen display 
containing two browser instances (80 OA and 1004) at terminal 
104N, in accordance with the present invention. 

As shown in figure 10, at terminal 104N, the first 
browser instance provides an agent session interface 800A to 
control and monitor the current session, and the 
(administration) Master Applet for agent session interface 
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800A establishes and maintains a socket connection for agent 
session interface 800A. The second browser instance 
provides a browser window 1004 to display the web pages 
being synchronized. (Consumer) Master Applet 12 4N 
establishes and maintains a socket connection for each web 
page displayed in browser window 1004. 

Referring to figure 11, there is shown a flowchart 
illustrating the operation of web page synchronization, in 
accordance with the present invention. 

In the example shown in figure 11, it is assumed that: 
(1) a consumer at terminal 10 4 A is browsing web pages from 
consumer page repository 14 6 via browser 114A, (2) a session 
has been created for browser 114 A, (3) session list 1 and 
participant list 1 shown in figure 6 have been created for 
the session, (4) bi-directional synchronization has been 
selected for terminal 104A and all participant terminals, 
and (5) the (consumer) Master Applet, DTS Applets, and 
SessionID Applet have been downloaded into browser 104A and 
all participant browsers. 

As shown in figure 11, at step 1104, browser 114 A loads 
a web page either from consumer page repository 14 6 or from 
memory area 115A in terminal 104 A. If Master Applet 12 4A, 
DTS Applets 126A, and SessionID Applet 128A had not been 
download to browser 114A, browser 114A would download these 
Applets from consumer page repository 146. However, in this 
example, these Applets are assumed to be downloaded. 
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At step 1106, in response to the loading of the web 
page, browser 114A initializes and invokes Master Applet 
124A, DTS Applets 126A, and SessionID Applet 128A. 

At step 1108, Master Applet 124A: (1) opens a dedicated 
socket, and establishes a socket connection to WTS gateway 
142 for browser 114A and the web page loaded, and (2) via 
the socket connection, sends WTS server 144 a command 
together with an ID unique to browser 114A and the URL of 
the web page loaded. Based on the unique ID, WTS server is 
able to identify the session created for browser 114A. 

At step 1110, WTS server 144 identifies the session for 
browser 114A. 

At step 1112 ; , WTS server 14 4 locates all IP addresses 
assigned to participant terminals in participant list 1 
(shown in figure 6) / and sends a command, together with the 
URL, to all the participant terminals (except that WTS 
server 144 does not sent the URL to terminal 104A, because 
the URL is originated from terminal 104A) . 

At step 1114, upon receiving the command, the 
(consumer) Master Applets in the participant terminals 
initialize themselves and pass the URL to their respective 
browsers. 

At step 1116, the respective browsers in the 
participant terminals download and display the web page 
according to the URL. 

It should be noted that, like terminal 104A, each of 
the participant terminals (at which agent session interface 
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is displayed) can lead the page synchronization using the 
operation shown in figure 11 : 

Referring to figure 12A, there is shown a web page 
containing five data fields, specifically: name 1202, time 
period 1204; account balance 1206, payment 1208, comments 
1210, a text box 1212 for displaying the current session ID, 
and a text box for displaying the call center number the 
consumer can call, in accordance with the present invention. 

Referring to figure 12B, there is shown a web page that 
is similar to that of figure 12A, except that the data in 
the field of name 202 is changed from Susan King to Sue 
Grant and the changes are synchronized at a participant 
terminal, in accordance with the present invention. 

Referring to figure 13, there is shown a flowchart 
illustrating the operation of data synchronization, in 
accordance with the present invention. 

In the example shown in figure 13, it is assumed that: 
(1) a customer at terminal 104A is browsing web pages via 

browser 114A, (2) a session has been created for terminal 

I 

104A, (3) session list 1 and participant list 1 shown in 
figure 6 has been created for the session, (4) terminal 104N 
is one of the participants, (5) web page 1200 containing 
five data fields shown in figure 12A is displayed on 
terminals 104A and all participant terminals, (6) a bi- 
directional synchronization has been selected for terminal 
104A and all participant terminals, (7) the (consumer) 
Master Applet, DTS Applets, and SessionID Applet have been 
downloaded to browser 114A and the browsers at all 
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participant terminals, (8) the DTS Applets contains five 
individual Applets: DTS Applet^ DTS Applet 2/ DTS Applet 3/ 
DTS Applets 4/ and; DTS Applet 5f (9) these five individual DTS 
Applets are respectively responsible for monitoring and 
processing the events occurred on the five data fields of 
web page 1200 shown in figure 12A, (10) (consumer) Master 
Applet 124A has established a dedicated socket connection to 
WTS gateway 142 for web page 12A displayed at terminal 104A, 

and (11) the customer at terminal 104A wants to make changes 

to name field 1202 from Susan King to sue Grant. 

As shown in figure 13, at step 13 04, the customer 

changes the name in name field 1202 from Susan King to Sue 

Grant. 

At step 1306, in response to a loss of focus on name 
field 1202 or pressing the Enter' key, DTS Applet x detects 
the change and passes the change to Master Applet 124A. 

At step 13 08- via the dedicated socket connection, 
Master Applet 12 4A sends WTS server 144 a command together 
with the change of name field 1202.. Since this change is 
passed to WTS server 144 via the dedicated socket connection 
established for web page 1200, WTS server 144 is able to 
recognize the origin of the command, web page 1200, and the 
name field upon which the change was made. 

At step 1310, WTS server 144 identifies the session 
created for browser 114A. 

At step 1312/ WTS server 144 locates the IP addresses 
assigned to participant browsers in participant list 1 and 
sends a command (together with the change of name field 
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1202) to the Master Applets in all participant terminals 
(except that WTS server 144 does not send the command and 
change to browser 114A, since this change originated from 
browser 114A) . 

At step 1314, upon receiving the command, the 
(consumer) Master Applets (including Master Applets 124N) 
pass the change of name field 12 00 to their respective DTS 
Applets, including the DTS Appleti at browser 114N. 

At step 1316, the DTS Applet display the update "Susan 
Grant 1 * into the riame fields on respective web page 1200 
displayed on the respective-terminals, including terminal 
104N. 

t 

It should be noted that the operation shown in figure 
13 can be used to perform data synchronization for the other 
four data fields on web page 1200 shown in figure 12A. 

It should also be noted that the data field 
synchronization can also be performed at terminal 104tf. For 
example, as shown in figure 12B, when the agent at terminal 
104N enters comments of "Account's name had been changed" to 
comments field 1210 1 on web page 1200 1 , this updates will be 
displayed in comments field 1210 at terminal 104A, by using 
the operation shown in figure 13. 

Referring to figure 14, there is shown a flowchart 
illustrating the Aperation of web page tracking, in 
accordance with the present invention. 

In the example shown in figure 14, it is assumed that: 
(1) a customer at terminal 104 A is browsing web pages via 
browser 114A, (2) a session has been created for terminal 
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104A and all participant terminals, (3) session list 1, 
participant list 1, and URL history list 1 shown in figure 6 
have been created for the session, (4) bi-directional 
synchronization has been selected for terminal 104A and all 
participant terminals, and (5) the (consumer) Master Applet, 
DTS Applets, and SessionID Applet have been downloaded into 
terminals 104A and all participant terminals. 

As shown in figure 14, at step 1404, browser 114A 
downloads a web page from either the consumer page 
repository 146 or memory area 115A of terminal 104A. If 
Master Applet 124A, DTS Applets 126A, and SessionID Applet 
128A had not been download to terminal 104A, browser 114A 
would download them from HTTP server 152. However, in this 
example, these Applets have been downloaded* 

At step 1406, web browser 114 A initializes and invokes 
Master Applet 12 4A, DTS Applets 126A, and SessionID Applet 
128A. 

At step 1408, Master Applet 124A opens a dedicated 
socket and establishes a socket connection to WTS gateway 
142 for web browser 114 A and the web page loaded. Master 
Applet 124A then sends WTS server 144 a command, together 
with: (1) an ID unique to browser 114A, arid (2) the URL of 
the web page loaded. When commands and URL are delivered 
through this socket connection, WTS server 144 is able to 
recognize the origin of the commands and URL. 

At step 1410, WTS server 144 identifies the session ID 
for browser 114A. 
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At step 1412, WTS server 144 locates the session list 1 
and URL history list 1. 

At step 1414, WTS server 144 issues a time stamp 
(loading time) for indicating the time at which the command 
was received, and stores the URL and time stamp to URL 
history list l. 

At step 1416, browser 114A sends WTS server 144 a 
request to load a subsequent web page. 

At step 1418, before loading the subsequent web page, 
via the socket connection, Master Applet 124A sends WTS 
server 144 a command, together with the URL, to inform WTS 
server 144 that the current web page has been unloaded. 

At step 1420, WTS server 144 identifies the session for 
terminal 104A- 

At step 14 22, WTS server 144 locates the session list 1 
and URL history list 1. 

At step 1424, WTS server 144 issues a time stamp 
{unloading time) for indicating the time at which the 
command was received, and stores the URL and time stamp to 
URL history list 1. 

At step 142 6, Master Applet 124A disconnects the socket 
connection for the web page that has been unloaded. 

Referring to figure 15, there is shown a flowchart 
illustrating the operation of data tracking, in accordance 
with the present invention. 

In the example shown in figure 15, it is assumed that: 
(1) a customer at terminal 104A is browsing web pages via 
browser 114A, (2) a session has been created for terminal . 
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104A, (3) session list 1 and participant list 1 shown in 
figure 6 has been created for the session, (4) terminal 104N 
is one of the participants, (5) web page 1200 containing 
five data fields shown in figure 12A is displayed on 
terminals 104A and all participant terminals, (6) a bi- 
directional synchronization has been selected for terminal 
104A and all participant terminals, (7) the (consumer) 
Master Applet, DTS Applets, and SessionID Applet are 
downloaded to terminal 104A and all participant terminals, 

(8) the DTS Applets contains five individual Applets: DTS 
Applet!, DTS Applet 2 , DTS. Applet 3/ DTS Applets 4 , and DTS 
Applets, (9) these five individual DTS Applets are 
respectively responsible for displaying, monitoring and 
processing the events occurred on the five data fields of 
web page 1200 shown in figure 12A, (10) Master Applet 124A 

has established a dedicated socket connection to WTS server 

144 for web page 1200 displayed on terminal 104A, and (11) 

the customer at terminal 104 A wants to make changes to name 

field 1202 from Susan King to Sue Grant. 

As shown in figure 15, at step 1504, the customer 

changes the name in name field 1502 from Susan King to Sue 

Grant. 

! 

At step 1506, in response to a loss of focus on name 
field 1202 or pressing the Enter key, DTS Appleti detects 
the change and passes the change to Master Applet 124 A. 

At step 1508, via the dedicated socket connection, 
Master Applet 124A sends WTS server' 144 a command together 
with the change of name field 1202- Since this change is 
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passed to WTS server 144 via the dedicated socket connection 
established for web page 12 00, WTS server 144 is able to 
recognize the origin of the command, web page 1200, and the 
name field upon which the change was made. 

At step 15l6, WTS server 144 identifies the session 
created for terminal 104A. 

At step 1512, WTS server 144 stores the URL and update 
of name field 1202 into data list 1. 

It should be noted that the operation shown in figure 
15 can be used to perform data tracking for the other four 
data fields on web page 1200, and to perform data tracking 
for all participant terminals. 

Referring to figure 16, there is shown a flowchart 
illustrating the operation of joining a session by a 
supervisor, in accordance with the present invention. In 
the example shown : in figure 16, it is assumed that the 
supervisor is on duty at terminal 104K in a call center. 

As shown in figure 16, at step 1604, the supervisor 
performs the steps shown in figure 7, where the supervisor 
downloads a supervisor page on which a (administration) 
Master Applet (referred as Master-Appletx) and a Supervisor 
Applet are imbedded. The Supervisor Applet displays a 
supervisor session interface (as shown in figure 8B> in a 
first browser instance (see 800B in figure 17) on terminal 
104K. Master-Appleti maintains a dedicated socket 
connection to WTS gateway 142 for the first browser instance 
(see 800B shown in figure 17) . 
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At step 1606, from the first browser instance (see 800B 
shown in figure 17) , the supervisor selects a session ID 
(listed in text box 832) and then select session button 838. 

At step 1608; in response to the selection of the 
select session button 838 , browser 114K downloads a 
supervisor agent page , on which a (administration) Master 
Applet (referred as Master-Applet 2 ) . and an Agent Applet are 
embedded. The Agent Applet creates a supervisor agent 
session interface 800C (as shown in figure 8C) and displays 
it in a second browser instance (see 8 00C in figure 17) on 
terminal 104K. Master-Applet 2 opens and maintains a 
dedicated socket "connection to WTS gateway 142 for the 
second browser instance (see supervisor agent session 
interface 800C shown in figure 17) . 

At step 1610, there can be two possible scenarios. A 
first scenario is that: an agent has joined the selected 
session to help the consumer, and the supervisor wants to 
join the selected 1 session as a participant. Under this 
scenario, the supervisor simply selects join button 846, and 
leader and follower buttons 850 and 852 are both selected 
automatically. A second scenario is that: no agent has 
joined the session and the supervisor wants to join the 
session. Under this scenario, the supervisor joins the 
session just like: an agent, by first selecting leader button 
850 and/or follower button 852, and then join session button 
84 6. In this example, it is assumed that a consumer at 
terminal 104A and' an agent at'terminal 104N have joined the 



(76) 



mi 2 ?! 1-249995 



session, and the supervisor wants to join the selected 
session. 

At step 1612, the supervisor selects join session, 
button 84 6. 

At step 1614, via the socket connection for the second 
browser instance (see supervisor agent session interface 
800C shown in f igtare 17) , the Master-Applet 2 sends WTS 
server 144 a command together with the selected session ID 
for the selected session. 

At step 1615, WTS serer 144 locates the session 
indicated by the selected session ID, and sends information 
stored in participant list 1 and URL history list l (see 
figure 6) to Master-Applet 2 . 

At step 1616, WTS server 144 stores ParticipantID and 
ParticipantAddress into participant list 1 for browser 114K. 
At this step, participant list 1 includes three participant 
records (three rows) for browsers 114A, 114K, and 114N 
respectively . 

At step 1618, Agent Applet at terminal 104K displays 
the information stored in participant list 1, and URL 
history list 1 in participant text box 856, and URL history 
text box 858 (see figure 8C) respectively. 

At step 1620, WTS server 144 sends Master-Applet 2 the 
URL of the web page being currently displayed at terminals 
104A and 104N. 

At step 1622, the Agent Applet at terminal 104K opens a 
third browser instance (see 1704 in figure 17). 
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At step 1624 , browser 114K downloads the web page 
identified by the URL from consumer page repository 146 (or 
loads the web page from memory area 115K in terminal 104K if 
it is cached there), and displays.it in the third browser 
instance (see 1704 in figure 17) • 

At step 1626, browser 114K downloads (consumer) Master 
Applet 124K, DTS Applets 126K, and SessionID Applet 128 from 
consumer page repository 146 according to the applet tags in 
the current web page (assuming that these Applets have not 
previously downloaded) . 

At- step 162 8 : , Master Applet 124K opens a dedicated 
socket and establishes a socket connection to WTS gateway ' 
142 for the third browser instance 1704 shown in figure 17. 

After step 163 0, the web pages displayed in third 
browser instance 1704 at terminal 104K are being 
synchronized with the web pages being displayed at terminals 
104A and 104N. 

Referring to figure 17, there is shown three browser 
instances (8O0B, 800C, and 1704) for the supervisor in 
response to the steps shown in figure 16, in accordance with 
the present invention. 

Referring to: figure 18, there is shown a flowchart 
illustrating the operation of re-browsing a web page 
previously reviewed in a session, in accordance with the 
present invention. 

In the example shown in figure 18, it is assumed that: 
(1) a consumer at terminal 104 A is browsing web pages from 
consumer page repository 146 via browser 114A, (2) a session 
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list 1 shown in figure 6 has been created for browser 114A, 
(3) an agent (or a supervisor) is on duty at terminal 104N 
in a call center, and agent class (or supervisor class), has 
been assigned to browser 104N, (4) at browser 114N, the 
first and second browser instances for the agent as shown in 
figure 10 (or the first, second and third browser instances 
for the supervisor as shown in figure 17) have been 
displayed, (5) via their respective socket connections 
established by their Master Applets, the first and second 
browser instances, for the agent as shown in figure 10 (or 
the first, secondhand-third browser instances for the 
supervisor as shown in figure 17) have been connected to WTS 
gateway 142, (6) Master Applets (124A and 124N) , DTS Applets 
(126A and 126N) and SessionID Applets (128A and 128N) have 
been downloaded into terminals 104 A and 104N respectively, 
(7) the agent (or supervisor) has selected and joined the 
session created for browser 114A, (8) at browser 114N, the 
second browser instance for the agent as shown in figure 10 
(or the third browser instance for the supervisor as shown 
in figure 17) is being synchronized with browser 114A, and 
(9) bi-direction synchronization has been selected for 
browsers 114A and 114N. 

At step 1802, for an agent user, via scrollable list 
box 818 on agent session interface shown in figure 10, 
he/she reviews the URLs for all the web pages previously 
browsed by browser 114 A in the selected session- For a 
supervisor, via scrollable list box 858 on supervisor 
session interface shown in figure 17 , he/she reviews the 
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URLs for all the web pages previously browsed by browser 
114A in the selected session. 

At step 1804, to display an individual web page 
previously browsed by browser 114A, the agent (or 
supervisor) selects a URL from scrollable list box 818 (or 
scrollable list box 858) and double-clicks on it. 

At step 1806/ for the agent, the (agent) Master Applet 
or (the supervisor Master Applet) sends WTS server 14 4 a 
command together with the selected URL, via its respective 
socket connection. 

At 1808, WTS server 144 sends a command together with 
the URL and the time information (loading and unloading) to 
Master Applets 124A and 124N, so that Master Applets 124A 
and 124N can inform their respective browsers 114A and 114N 
to load and display the web page based on the URL, 

At 1810, WTS server 144 checks whether browser 114A 
previously performed any activities to data fields on the 
web page identified by the URL, based on the information 
stored in URL history list 1 and data list 1. As shown in 
figure 6, URL history 1 contains the information about: (a) 
participant ID of browser 114A, (b) the URL, and (c> the 
loading and unloading time of the web page identified by the 
URL. Data list .1 contains the information about: (a) data 
field names for data fields , (b) value of the data fields, 
and (c) the times at which values of th<a data fields were 
changed. 

At step 1812 , if browser 114 previously performed any 
activities to the data fields on the web page identified by 
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the URL, WTS server 14 4 sends a command (together with the 
data field names, values of the data fields, and time 
information) to Master Applet 124A (at browser 114A) and 
Master Applet 124N (at browser 114N) . 

At step 1814, at browser 114A, Master Applet 12 4A 
passes the command, data field names, and data field values 
to DST Applets 12 6A, so that DTS Applets 124A can display 
the data field values into respective data fields on the web 
page being displayed. At browser 114N, Master Applet 124N 
passes the command, data field names, and data field values 
to DST Applets 12:6N, so that DTS Applets 124N can display 
the data field values into respective data fields on the web 
page being displayed. 

Since the loading time and unloading time of the URL 
and the setting time for a data field are recorded in URL 
history list 1 and data list l, if desired, the web page 
identified by the' URL and the activities performed to the 
data fields can be duplicated (loading the web page, setting 
data fields on the web page, and unloading the web page) 
according to the time information. 

Referring to figure 1£, there is shown a flowchart 
illustrating the Operation of re-browsing all web pages 
previously reviewed in a session, in accordance with the 
present invention. 

In the example shown in figure 19, it is assumed that: 
(1) a consumer at. terminal 1Q4A is browsing web pages from 
consumer page repository 146 via browser 114A, (2) a session 
list 1 shown in figure 6 has been created for browser 114A, 
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(3) an agent (or a supervisor) is on duty at terminal 104N 
in a call center, and agent class (or supervisor class) has 
been assigned to browser 104N, (4) at browser 114N, the 
first and second browser instances for the agent as shown in 
figure 10 (or the first, second and third browser instances 
for the supervisor as shown in figure 17 > have been 
displayed, (5) via their respective socket connections 
established by their respective Master Applets, the first 
and second browser instances for the agent as shown in 
figure 10 (or the first, second and third browser instances 
for the supervisor as shown in figure 17) have been 
connected to WTS -gateway 142, (6) Master Applets (124A and 
124N) , DTS Applets (126A and 126N) and SessionID Applets 
(128A and 128N) have been downloaded into terminals 104A and 
104N. respectively, (?) the agent (or supervisor) has 
selected and joined the session created for browser 114A, 
(8) at browser lli.4N, the second browser instance for the 
agent as shown in figure 10 (or the third browser instance 
for the supervisor as shown in figure 17) is being 
synchronized with browser 114A, and (9) bi-direction 
synchronization has been selected for browsers 114A and 
114N. 

At step 1902:, for an agent user, via scrollable list 
box 818 on agent session interface shown in figure 10, 
he/she reviews the URLs for all the web pages previously 
browsed by browser 114A in the selected session. For a 
supervisor, via scrollable list box 858 on supervisor 
session interface, shown in figure 17, he/she reviews the 
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URLs for all the web pages previously browsed by browser 
114A in the selected session. 

At step 1904, to display all web pages previously 
browsed by browser 114A, the agent (or supervisor) selects 
Go to URLs button 820 in the agent session interface as 
shown in figure 10 (or Go to URLs button 860 in the 
supervisor session interface as shown in figure 17. 

At step 1906, the (agent) Master Applet, or the 
(supervisor) Master Applet, sends a command to WTS server 

144. ! 

At 1908, WT?: server 144 sequentially sends commands, 
together the URLs, and time information, to Master Applets 
124A and 124N, so that Master Applets 124A and 124N can 
inform their respective browsers 114 A and 114N to load and 
display the web pages based on the URLs. 

At 1910, for each, one of URLs that are sent together 
with the commands, WTS server 144 checks whether browser 
114A previously performed any activities to data fields on a 
web page identified by a respective URL, based on the 
information stored in URL history list 1 and data list 1. 

At step 1912; if browser 114 previously performed any 
activities to the data fields on the web page identified by 
a respective URL, WTS server 144 sends a command (together 
with the data field names and values of the data fields) to 
Master Applets 124A (at browser 114A) and Master Applet 124N 
(at browser 114N) . 

At step 1914, at browser 114A, Master Applet 124A 
passes the command, data field names, and data field values 
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to DST Applets 126A, so that DTS Applets 124A can display 
the data field values into respective data fields on the web 
page being currently displayed. At browser 114N, Master 
Applet 124N passes the command, data field names, and data 
field values to DST Applets 126N, so that DTS Applets 124N 
can display the data field values into respective data 

fields on the web page being currently displayed. 

j 

Since the loading time and unloading time of the URLs 
and the setting time for data fields are recorded in URL 
history list 1 and data list 1, if desired, all the web 
pages identified by the URLs and the activities performed to 
the data fields can be duplicated (loading the web page, 
setting data fields on the web page, and unloading the web 
page) according to the timing information. 

It should be. noted that, in the above-described 
embodiments, all the Applets (Master Applets, DTS Applets, 
SessionID Applets, and Agent Applet) embedded into web pages 
are written using ; Java. However, some or- all of these 
Applets can be written using a browser script language, such 
as Java Script. More specifically, the codes for these 
Applets can be selectively written into web pages using the 
browser script language, instead of using applet tags to 
link these Applets. When a web browser downloads a web page 
containing the Applets written in browser script language, 
it stores these Applets into the memory area of the terminal 
on which the web browser is running, and then initializes 
and invokes them. 
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The present invention has the following advantages: 
Dependable web page tracking and synchronizing - It 
tracks and synchronizes all user activities, even if web 
pages come from cached pages stored in browser cache or 

proxy servers. 

Ease of use - It eliminates the current manual process 
of multiple users separately re-creating the web navigation. 

Ease of execution (from users' point of view) - It does 
not require additional software to support the present 

invention. No software needs to be installed, configured, 

i 

or run by a user. 

portability - It works across different operating 
systems at both client and server sides. On the client 
side, the requirement is that there be a web browser that 
supports Java Applets, on the server side, the requirement 
is that there be a Java Virtual Machine (JVM) on the same 
server that provides the HTTP service. Since there are JVMs 
practically for every operating system, the server 
components of the. present invention have the potential to 
run on all the operating systems. 

Compatibility - It works together with any HTTP servers 

from different vendors because the server components of the 

present invention requires no processing by HTTP servers, 

and thus are independent from HTTP servers. 

Flexibility - Web page synchronization can be used 

independently in conjunction with web page tracking. Web 
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page synchronization does net require persistent storage of 
any of the data tracked. 

User privacy - It ensures a reasonable level of user 
privacy, since tracking and synchronization is limited to 
pages served by a web site that the information provider has 

control over. 

Multiple HTTP server supported - It can handle the 
situation where a company has multiple physical servers 
running its web site, since the separation of the WTS 
gateway and server components enables a gateway to be placed 
on each HTTP server — each communicating with a common WTS 
server. 

While the invention has been illustrated and described 
in detail in the drawing and foregoing description, it 
should be understood that the invention may be implemented 
through alternative embodiments within the spirit of the 
present invention!* Thus, the scope of the invention is not 
intended to be limited to the illustration and description 
in this specification, but is to be defined by the appended 
claims. 
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Brief Description of Drawings 

figure 1 shows a system includes N terminals, a 
network, and a web site; in accordance with the present 
invention; 

figure 2 shows a situation where each of the N 
terminals has downloaded its respective Master Applets, DTS 
Applets, and SessionID Applet, in accordance with the 

present invention; 

figure 3 shows the process the (consumer) Master 

Applet, -DTS Applets, and SessionID Applet being downloaded 
into a terminal,.. in accordance with the present invention; 

figure 4 shows the process the (consumer) Master 
Applet, DTS Applets, and SessionID Applet being invoked, in 
response to loading a subseguent web page, to perform the 
operations, in accordance with the present invention, when 
these Applets have been previously downloaded and cached in 
a terminal," 

figure 5 shows the process of the (consumer) Master 
Applet, DTS Applets, and SessionID Applet being invoked, in 
response to loading a subseguent web page, to perform the 
operations in accordance with the present invention, when 
both these Applets and the web page have been previously 
downloaded and cached in a terminal; 

figure 6 shows a session table in greater detail, in 
accordance with the present invention; 

figure 7 shows how an agent (or supervisor) can create 
a session interface by downloading an agent page (or a 
supervisor page) from administration page repository 149, in 
accordance with the present invention. 
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figure 8A shows an agent session interface, in 
accordance with the present invention; 

figure 8B shows a browser supervisor session interface, 
in accordance with the current invention; 

figure 8C shows a supervisor agent session interface, 
in . accordance with the present invention; 

figure 9 shows a flowchart illustrating the operation 
of joining a session by an agent, in accordance with the 
present invention; 

figure 10 shows a screen display containing two browse 
instances, in accordance with the present ? invention ? 

figure 11 shows a flowchart illustrating the operation 
of veb page synchronization, in accordance with the present 
invention; 

figure 12A shows a web page containing five data 
fields, in accordance with the present invention. 

figure 12B shows a web page that is similar to that of 
figure 12A, except that the data in one of the five data 
fields is changed, in accordance with the present invention; 

figure 13 shows a flowchart illustrating the operation 
of data synchronization, in accordance with the present 
invention; 

figure 14 shows a flowchart illustrating the operation 
of web page tracking, in accordance with the present 
invention; 

figure 15 shows a flowchart illustrating the operation 
of data tracking, in accordance with the present invention; 
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figure 16 shows a flowchart illustrating the operation 

of joining -a session by a supervisor, in accordance with the 

present invention . 

figure 17, there shows three browser instances for a 

supervisor, in accordance with the present invention; 

figure 18 shows a flowchart illustrating the operation 
of re-browsing a web page previously viewed in a session, in 
accordance with the present invention; and 

figure 19 shows a flowchart illustrating the operation 
of re-browsing ail web pages previously viewed in a session, 
in accordance with the present invention. 
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1 Abstract 

A mechanism for dependably tracking network activity 
such as web page activity among terminals 
[104 A. . 104K. • • 104N] such as a group of browsers. The 
terminals retrieve pages [204 ... .214 . • .224] from an HTTP 
server [152], each of the pages having embedded information 
[208] such as an applet. In response to the page activity 
{such as loading, unloading or changing data [Pigl2A, Fig 
12B]) performed at a terminal the respective applet (124, 
12 6, 128] reports the activity (together with the page URL> 
to a server [144] which in turn stores it in a database 
[148]. Synchronization between pages at different terminals 
is provided by appropriate embedded information, such as a 
data tracking and synchronizing applet [126], which 
identifies activities and forwards details of the activities 
via the terminal to a tracking server for database storage 
and transmission to other participating terminals as 
required. A session (Fig. 6] can be created for an 
individual terminal or a group of terminals and terminal 
activity information held as part of the session information 
for access as required by other terminals in or joining the 
session. one of the terminals may be an administrative 

terminal. 
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